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Abstract

We introducea new micropaymentscheme,suitablefor certainkinds of transactions,that requires
neitheronlinetransactionsnor trustedhardwarefor eitherthepayeror payee.Eachpayeris periodically
issuedcerti�ed credentialsthatencodethetypeof transactionsandcircumstancesunderwhichpayment
canbeguaranteed.A risk managementstrategy, takinginto accountthepayers'history, andotherfactors,
canbe usedto generatethesecredentialsin a way that limits the aggregatedrisk of uncollectableor
fraudulenttransactionsto an acceptablelevel. Thesecredentialscan also permit or restrict typesof
purchases.We show a practicalarchitecturefor sucha systemthat usesa Trust ManagementSystem
to encodethecredentialsandpolicies. We describea prototypeimplementationof thesystemin which
vendingmachinepurchasesaremadeusingconsumerPDAs.

Keywords: TrustManagement;RiskManagement;Microbilling; Payments;Digital Cash.

1 Intr oduction

Currentelectronicpaymentsystemsarenot well matchedto occasional,low-valuedtransactions.(For the
purposesof this discussion,we usethe term “electronicpaymentsystem”broadly, to encompassconven-
tional creditcards,stored-valuecards,onlineandof�ine digital cash,etc.)

A centralrequirementfor any electronicpaymentsystemis thata singlecompromiseor failureshould
nothavecatastrophicconsequences.For example,it shouldnotbepossibleto doublespendin adigital cash
system,nor shouldthecompromiseof a client's authorizationsecretentailunlimitedclient liability or un-
collectibletransactions.Traditionalpaymentsystemsaredesignedto preventsuchfailures.Unfortunately,
thepreventionmechanismsaregenerallytooexpensive to supportoccasional,low-valuedtransactions.Typ-
ically, suchsystemsrequireonlinetransactions,trustedclienthardwaresuchassmartcards,or mustassume
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conditionsthat arenot always true, suchas that payerscanbe held responsiblefor any andall fraud or
misuseof theirauthorizationsecrets.

In thispaper, however, wepresentanew approachthatfocusesinsteadonrisk management. Ourcentral
observation is that in someapplicationswe canrelaxmany of theexpensive requirementsassociatedwith
electronicpaymentsystemswhile still keepingfraud or uncollectibletransactionswithin acceptablelev-
els. We shift thesecurityfunctionsperformedby onlineauthorizationof transactionsto certi�ed codethat
canauthorizeof�ine transactionsundercertainconditions.Theseconditionsarecustomizedto eachclient
accordingto a risk managementstrategy customizedto theapplication.

Thereare threemain contributions in this paper. First, we describea framework in which certi�ed
of�ine authorizationscreatedby a risk managementstrategy replaceonline authorizationsfor occasional,
low-valuedtransactions.We thendescribean architecturefor a practicalpaymentsystemin which a trust
managementsystem[BFL96] is usedto encodetheclient risk managementstrategy. Finally, we describe
a prototypeimplementationbasedon theKeyNotetrustmanagementtoolkit [BFIK99], in which userscan
purchasevendingmachineitemsusingcredentialsstoredonconventionalpalmtopcomputers.

1.1 RelatedWork

Mostcurrently-usedprotocolsfor Internete-commercearebasedoncreditcardcharging overSSL[Hic95].
Suchschemesrequirethe merchantto performa “hidden” (from the user's point of view) online credit
check.Thecostof suchcheckscanbeon theorderof 10 (US) cents,makingthemexpensive for low-value
transactions.ThemorerecentlydevelopedSET[SET] andCyberCashprotocols[EBCY96] do not address
this issue.

NetBill [CTS95] is a transactionalpaymentprotocolwith many advancedfeatures(atomicity, group
membership,pseudonyms, etc.) that requirescommunicationwith theNetBill server for eachtransaction,
thusexhibiting thesamedrawbackwith respectto micropaymentsasthesimpleronlineprotocolsalready
mentioned.Othergeneral-purposepaymentprotocols[NM95, BGH

�

95, FB98] areunattractive for micro-
paymentsfor thesesamereasons.

Digital cash-basedsystems[Cha82, Cha92, MN94, BGJY98,dST98] provide many desirablefeatures
(potentially total anonymity, inherentoff-line operation),but do not directly addressthe issueof double-
spending(fraud). Somee-cashsystemsuseonlinechecking(thusnegatingtheoff-line operationcapabil-
ity). Othersrely on detectionafter the fact, which introducesthe potentialfor large-scalesimultaneous
multiple-spending.The samedrawbackis manifestin several micropaymentprocotols,suchasPayWord
[RS], PayTree[JY96], micro-iKP [HSW96], andothers[Tan95]. While thedouble-spendingpossibility is
aninherentpropertyof all suchsystems,noneof theabove protocolsemploy any kind of risk management
schemeto addressit.

NetCents[PHS98] and Millicent [Man95] are scrip-basedoff-line-friendly micropaymentprotocols.
As themonetaryunit usedin theseprotocolsis vendor-speci�c, double-spendingis madevery dif�cult (if
not impossible).The assumptionbehindboth protocolsis that peopletendto re-usethe samemerchants
repeatedly. If this assumptionholds, the interactionsbetweenthe customerand the bank are kept at a
minimum. A hiddenassumptionis that merchantshave “total information” over their sales,so double-
spendingwith thesamemerchantis detectable.If themerchanthasmany distinctpointsof sale,thepotential
for double-spendingis re-introduced,unlesscontinuouscommunicationand databasesynchronizationis
maintainedbetweenthedifferentpoints.Thiswouldconsequentlynegatethebene�tsof off-line operation.

IBM' s MiniPay [HY96, Her98] usesa protocolthat is somewhatsimilar to thatdescribedin this paper.
MiniPay wasdevelopedprimarily for usewithin a webbrowser, anda lot of effort hasgoneinto the user
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interfaceaspect.Riskmanagementis implementedasadecisionto performanonlinecheckwith thebilling
server basedon the total spendingby the customerthat day, and someparameterset by the merchant.
Thebilling provider cannotcustomizerisk-managementparameterson aper-customerand/orper-merchant
basis.

Person-to-person(P2P)paymentsystems,suchasPayPal or X.com (now merged),allow usersto ex-
changemoney online. Typically, theprovider's webserver needsto becontactedandaninstructionissued
for a money transfer. In thatrespect,thetransactionis very similar to a bankwire transfer. Therealsoexist
modulesthatallow usersto directly exchangemoney throughpalmtopcomputers.Suchsystemstypically
have no built-in securitymechanisms;in the bestof circumstances,they area straightvariantof of�ine
digital cash.

While our systemcanoperateon its own, it couldalsobe integratedin sometypeof electronicwallet,
suchasSWAPEROO[DBGM

�

98].
Finally, theuseof a PDA asanelectronicwallet is notnew. [DB99] describesanimplementationof the

PayWordsystemfor thePalmPilot.

1.2 Of�ine Transactionsand Risk Management

Considera simpli�ed view of how transactionsareprocessedin traditionalcredit- or debit- cardsystems.
Eachpayerhasanaccountwith a cardissuer, againstwhich chargescanbemadeup to somelimit. When
a userwantsto charge a transaction,sheprovidesheraccountnumberto themerchant,who calls thecard
issuerfor authorization.Thecardissuerchecksthatthetransactionis lessthantheavailablebalance,andif
so,subtractsthetransactionamountfrom thebalanceandauthorizesthetransaction.Theuseralsosignsan
authorizationto chargeheraccountfor thetransactionamount.At periodicintervals,eachmerchantsends
thesignedauthorizationsthey havecollectedto thecardissuer, whichtransfersappropriatefundsto theback
to themerchantsandbills thecardholders'accountsaccordingly. (Realcreditandcheckcardauthorization
andclearingmechanismsaremorecomplicatedthanthis in practice,but still follow approximatelythisbasic
procedure).

Observe that even thoughsettlementandclearingcanbe (andare)doneof�ine and in batches,each
transactionstill requiresan online authorization.This stepis neededfor two reasons,both relatedto the
general-purposedesignof the credit / checkcardmodel. First, lossesfrom uncollectibletransactionsare
limited by imposinganaccountlimit oneachuser, whichmustbecheckedanddebitedwith eachtransaction
to preventcreditoverrunsor negative balances.Secondly, theaccountnumbermustbechecked to besure
thatit is actuallyassociatedwith anaccountin goodstanding,to preventfraudfrom stolenor forgedaccount
numbers.(Observe that the online transactioncould, in principle,be eliminatedif the cardholdercanbe
giventrustedhardware,suchasasmartcard,thatmaintainsits own stateaboutthestatusof theaccountand
producessignedtransactionauthorizations).

Suchsystemsbecomeextremelyvulnerableto fraud andabuseif the online transactionauthorization
(or the trustedhardware)is eliminated.(For example,considerwhy few retailerswill acceptchecksfrom
randomcustomerswithout verifying their validity with the bank). Therewould be no limit to what the
accountholdercould spendduring the validity periodof the card,andno mechanismto detectinvalid or
forgedaccountnumbers.Clearly, suchavulnerabilityis unacceptablein ageneral-purposepaymentsystem.

We observe that in someapplications,however, it is acceptableto risk theoccasionaluncollectibleor
fraudulenttransactionif, in the aggregate, toleratingthe lossescostslessthan preventing them through
onlinetransactionsor deploying securehardware.In fact,assumingrisk andtoleratinglossis thebasisupon
whichcreditsystemswork.
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The basicideabehindour schemeis that we includewith the user's accountidenti�er certi�ed infor-
mationthatdescribesthecircumstancesunderwhich transactionscanbeauthorizedof�ine. Thesecircum-
stanceswould differ from applicationto application,andindeed,from userto user, but areselectedin a
way thatmakesit dif�cult to pro�tably exploit or abusea compromisedaccount.Therulesaredesignedto
allow of�ine authorizationfor thosetransactionswherefraudis unlikely andin which thecostof anonline
authorizationis greaterthanthevalueof thetransactionitself.

We assumethateachuser's authorizationdatais managedby a small,portabledevice of modestcom-
putationalability andwith somecapacityfor communication,suchasinfraredor low-power radio. Ideally,
the device is somethingthe useralreadyowns for someotherpurpose;PDAs andcellular telephonesare
especiallygoodexamples.

In this scheme,the users'credentialsmanageandlimit risk in several ways. First, credentialswould
have a limited lifetime, perhapsa dayor two, andwould have to berefreshedby communicatingwith the
issueratregularintervals.Thevalidity periodwouldbedeterminedby thelengthof timetheissueris willing
to toleratelossfrom stolenclientdevices,andalsoby thenaturalinterval thattheuseris likely to beableto
communicatebackwith theissuer.

Becauseeachtransactionis authorizedby trust managementcredentials,the systemcanalsobe used
in applicationswheretheability to conductcertainkindsof transactionsmustberestrictedin variousways
andwheredifferent treatmentis given to differentclassesof customers.For example,sometransactions
(alcohol,tobacco,pornography, bindingcontracts,etc.) might be restrictedto adults;it is a simplematter
to encodea requirementfor an“adulthood”credentialin thevendor's policy. Similarly, certaintransactions
might requirelicensesor specialpermission(dangerousgoods,carrental,medicalsupplies),whicharealso
easyto encodeascredentialsandcheckfor in a policy. Conversely, the credential-basedmechanismalso
makesit easyto createrestrictedforms of money that canonly be usedfor certainthings,suchassocial
welfarefood stampsor spendingmoney givenby parentsto their children.

The most importantmechanismfor limiting fraud and abuseis the transactionlimit encodedin the
credentials.Thekindsof transactionspermittedaredeterminedaccordingto therisk managementstrategy
of theaccountissuer, andaredesignedto limit theusefulnessto a thief of acompromiseduser's credentials
andsecrets.For example,anencodedstrategy might permit theof�ine purchaseof newspapers,but only a
few copiesfromany givenvendor. If auser'sdeviceisstolen,thethiefwouldbeabletobuy onlynewspapers,
andonly asmany asshecan�nd vendors.

Although not suitableasa generalreplacementfor credit cardsor cash,sucha schemehasa number
of importantpropertiesthatmake it especiallywell suitedto thekindsof occasionaltransactionsfor which
creditcardsandspecializeddigital cashsystemsaretooexpensive.

2 Ar chitecture

First, someterminology. Themainplayersin our schemeareMerchants, who sell thingsandcollectpay-
ments,andPayers, who buy thingsandpay for them. MerchantsandPayerssign up for servicewith a
ProvisioningAgent(PA). Merchantsinteractwith PayersthroughtheMerchantPaymentProcessor(MPP).
Payersareassumedto hold portablelightweight devicescapableof someprocessing(cellphones,PDAs,
etc.) A ClearingandSettlementCenter(CSC)for reconcilingtransactionsmaybeaseparateentity, or may
bepartof thePA.

Ourmicrobilling architectureis designedto operateef�ciently underanumberof constraints.
Foremostis thatcommunicationbetweenthePA andthePayersandMerchantsis relatively expensive.
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This impliesthattransactionsmustbeableto beconsummatedbetweenPayersandMerchantsdirectly, with
theCSCverifying themat a later time

�

. Thus,thePayerwill have to provide proof thatsheis allowed to
performatransaction.Likewise,theMerchantwill haveto convincethePayerthatshereallyisanauthorized
Merchant.Assumingalargenumberof PayersandMerchants,with apotentiallyhighturnover rate,massive
periodicrecon�gurationof all devicesinvolvedis impractical.

A public-key credential-basedarchitecture�ts nicely here.ThePA would actasa trustedthird partyto
PayersandMerchants,whowouldbeabletoauthenticateeachotherof�ine usingtheappropriatecredentials.
Although computationallyintensive, public key operationsare not prohibitively expensive on the latest
generationof lightweightcomputingdevices(seeSection3 for someperformance�gures for thePalmPDA).
Somedevices also provide hardware cryptographicaccelerationin the form of ASIC modules. Modern
cellphones,for example,alreadyhave signi�cant cryptographicsupportin hardware. Thesetrendsshould
mitigate,if notaltogethereliminate,performanceconcerns.

Lossof thePayer's (or Merchant's) device/credentialsshouldnot becatastrophic.While theMerchant,
Payer, or PA (dependingon agreements)may have to incur somecostsasa resultof the loss(similar to
creditcardlossor theft), it shouldbepossibleto limit thepotentialdamage.PayerandMerchantcredentials
utilized shouldthereforebeshort-lived (andthusfrequently-refreshed) andfairly restrictive with regardto
thePayer's or Merchant's capabilities(whatitemscanbebought/sold,in whatquantities/prices,etc.) Thus,
we mustbe ableto encoderisk-managementstrategies in the credentialswe use. The refreshrateof the
credentialsandthe capabilitiesexpressedthereindependon the risk-managementstrategy of the PA and
thushave to be�e xible

�

.
An addedbene�t of suchan approachis that the different levels of physical securityand tamper-

resistance(rangingfrom noneto verysecure)canbetakeninto considerationon anindividual-userbasisas
partof thePA's risk-managementstrategy. Otherparametersthatmayin�uence risk-managementcanalso
beadjustedon aper-userbasisaswell.

Theuserdevicesusedfor thetransactionscanbevery versatile(e.g., cellphones,PDAs, evenlaptopor
desktopcomputers),andthearchitecturedoesnot dependon any particularcommunicationtechnologyfor
thetransactions,only thattheuserdevicehassomeability to communicatebackto thePA from time-to-time,
whetherby telephone,cellulartext message,Internet,etc.

Sincethe PA hasno physicalcontrol over the userdevice, it is necessaryto verify any information
received by it. ThusthePayerdevice mustprovide prove to theMerchantthat it is authorizedto perform
a transaction,andmustableto provide signedmessagesthat theMerchantcanuseto clearpaymentfor a
transaction.

A centralprinciplebehindour systemis theuseof a trust-managementsystemasthecorecomponent
to expressandencodetherisk-managementstrategies.Thefollowing subsectionsgive anoverview of trust
management,describethemappingbetweenriskandtrustmanagement,presentourarchitecture,anddiscuss
how it meetstherequirementsfor anof�ine micropaymentsystem.

2.1 Trust Management

Trust management,introducedin the PolicyMaker system[BFL96], is a uni�ed approachto specifying
andinterpretingsecuritypolicies,credentials,andrelationshipsbetweenusersof the system(principals);

�

Thereexist establishedandef�cient infrastructuresthat canprocesslargevolumesof micro-transactionsandreconcilethese
againsttheassociatedaccounts.Obviousexamplesaretelephoneandutility companies,banks,etc.

�

Therefreshratealsodependson thefrequency of communicationbetweentheuser's device andthePA. We discussthis later
in thissection.
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it allows direct authorizationof security-criticalactions. A trust-managementsystemprovidesstandard,
general-purposemechanismsfor specifyingapplicationsecuritypoliciesandcredentials.Trust-management
credentialsdescribea speci�c delegationof trust andsubsumethe role of public key certi�cates; unlike
traditionalcerti�cates,which bind keys to names,credentialscanbind keys directly to theauthorizationto
performspeci�c tasks.

A trust-managementsystemhas� vebasiccomponents:

� A languagefor describing̀ actions',which areoperationswith securityconsequencesthatareto be
controlledby thesystem.

� A mechanismfor identifying`principals',whichareentitiesthatcanbeauthorizedto performactions.

� A languagefor specifyingapplication`policies', which govern theactionsthatprincipalsareautho-
rizedto perform.

� A languagefor specifying`credentials',which allow principalsto delegateauthorizationto other
principals.

� A `compliancechecker', which provides a serviceto applicationsfor determininghow an action
requestedby principalsshouldbehandled,givenapolicy andasetof credentials.

Trustmanagementuni�es thenotionsof securitypolicy, credentials,accesscontrol,andauthorization.
An applicationthat usesa trust-managementsystemcan simply ask the compliancechecker whethera
requestedactionshouldbeallowed.Furthermore,policiesandcredentialsarewritten in standardlanguages
thataresharedby all trust-managedapplications;thesecuritycon�gurationmechanismfor oneapplication
carriesexactly thesamesyntacticandsemanticstructureasthatof another, evenwhenthesemanticsof the
applicationsthemselvesarequitedifferent.

2.2 Mapping Risk Managementto Trust Management

Givenatrust-managementsystem,it is possibleto describerisk-managementstrategiesin thelanguageused
for specifyingcredentials.Thedetailsof thetransaction(suchasitem purchased,price,quantity, etc.), po-
tentialhistoryinformation(prior transactionsbetweenthePayerandMerchant),andotherinformation(time
of day, device status,etc.), areencodedin thetrustmanagementactionlanguage.Thecredentiallanguage
thendetermineswhetherthe transactionshouldbe permittedbasedon that information. The principalsin
thesystem(Merchants,Payers,PAs, andCSCs)areidenti�ed by their publickeys.

Userpoliciesidentify thePAs thataretrustedto introduceotherusers.For a Payeranda Merchantto
beableto performa transaction,they mustshareat leastonecommonPA. Note that it is not necessaryto
restrictthearchitectureto a two-layerscheme(PAs andPayers/Merchants);multiple layersof PAs canbe
used.

All userdevicesandCSCsutilize compliancecheckers;theseareusedby theusersto verify transactions
as they areperformed,andby the CSCsduring reconciliation. This allows for a decentralizeddecision-
makingprocesswith regardsto risk-management,relieving CSCsor PAs from theburdenof maintaininga
large,online,highly-availableinfrastructurefor transactionveri�cation.
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2.3 Micr obilling through Risk Management

Wecannow describeourmicrobilling architecturein somedetail.
Theusers(PayersandMerchants)areassumedto possesssomedevice thatcanperformtransactionson

their behalf. Eachuserhasa public/privatekey pair, andsignsup for servicewith oneor morePAs who
issuethenecessarycredentials.While thedetailsof thebusinessarrangementsthatmight ariseareoutside
thescopeof ourarchitecture,it is importantto notethatthesedoaffect therisk decisionsmadeby theagents
andthusthestrategiesencodedin thecredentials.For example,anaccountwith ahighermonthlypremium
may be allowed to make morepurchasesevery day thanonewith no premium. We give someexample
credentialsin Section3.

As we have alreadymentioned,credentialsareshort-lived to restrictpotentialdamagefrom lossof the
deviceor compromiseof thecryptographickey, andto avoid maintaininganddistributing revocationlistsat
updatetime

�

. Thus,relatively frequentupdatesof thecredentialshave to beperformed,dependingon the
speci�c implementation.Whenandhow theupdatesareperformed(andtheir frequency) is device-speci�c:
cellphonesmight receive their credentialsevery night in theform of anSMS(or similar) message,or they
mightplaceacall to avoicemailor otherservicenumber;PDAs mightdownloadnew credentialsevery few
daysduringbackup.To avoid disruptionof service,adevicecouldbeissuedseveralcredentialsrepresenting
differenttradeoffs betweenpurchasingpowerandvalidity duration;thehigher-valuecredentialwouldexpire
�rst, but thelonger-lived lower valuecredentialwould still allow somepurchasesto bemadein theeventa
credentialupdateis missed.Also notethatcredentialsissuedto someMerchantscanbemadelonger-lived,
to avoid frequentupdatesto unattendedsellingpoints.

A pairof PayersandMerchantsthusequippedwith theirrespectivecredentialscanperformatransaction
throughasimpleauthentication/authorization protocol,anexampleof whichis givenin Section3. In simple
terms,thetwo usersauthenticateeachotherandthenverify eachother's capabilities:thePayerveri�es that
theMerchantis known to thePA andis authorizedto charge thePayer's accountfor theparticulartypeof
transaction;theMerchantveri�es thatthePayeris authorizedby a recognizedandacceptedPA to proceed
with thespeci�c transaction.

Whena transactioncompletes,thePayerreceivesthegoodsor servicespurchased;in return,theMer-
chantreceivesfrom thePayera Microcheck, which is a speciallyencodedsignedmessagethatauthorizesa
one-timechargeto thePayer'saccountandacreditto theMerchant'saccount;for simplicity, theMicrocheck
canalsobeencodedasa trust-managementcredential.

Periodically, theMerchantprovidesitscollectedMicrochecks(alongwith therelatedtransactionrecords)
to the CSC,which usesthis informationto verify the transactionandcharge/creditthe relevant accounts.
ThePayer'sdevice (the“MicrocheckWriter”) mayalsokeeparecordof all transactions,whichcanbeused
to reconcilepostedandbilled chargesagainstthepayer's records.CSCscommunicatewith PAs to indicate
thestatusof Payers'andMerchants'accounts.

Note that it is not strictly necessaryfor thePayerto authenticatetheMerchantduring the transaction.
Surprisingly, thiscarriesnolossin security:regardlessof whetherthetransactionprotocolwascompletedor
not, theMerchantcanalwaysnotdispensethegoods,or thePayercanalwaysclaim thatshenever received
them. Mutual authenticationdoesnot help in eithercase,andthedisputewould have to besettledthrough
othermeans

�

. Given the low valueof the transactions,andthe fact thata disputehistoryof theMerchant
�

Sincewecannotdoonlinerevocationcheckatthetimeatransactionis underway, theonly otherapproachinvolving revocation
lists involvesupdatingall theusersof a PA with therevokedcredentialsat updatetime.

�

ThePayercansimply verify thesignatureon theMerchantcredential,to avoid beginninga transactionwith anunauthorized
Merchant.A fraudulentMerchantcannotuseanother's credentials,asthosewill notbeacceptedby theCSC(andsincenocharges
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PROVISIONING

PAYER VENDOR

Vendor's BankPayer's Bank

CLEARING

Figure1: Microbilling architecturediagram. The arrows representcommunicationbetweenthe two par-
ties: Provisioningissuescredentialsto PayersandMerchants;thesecommunicateto completetransactions;
Merchantssendtransactioninformationto Clearingwhich veri�es the transactionandpoststhenecessary
credits/chargesor arrangesmoney transfers.ProvisioningandClearingexchangeinformationon thestatus
of PayerandMerchantaccounts.

andthePayercanbemaintainedandreferencedby thePA and/orCSC,fraudulenttransactiondisputesneed
not be a major concern. For the remainderof this paper, we will assumePayersdo not authenticatethe
Merchants.

Figure1 givesaschematicdescriptionof thearchitecture.

2.4 Security Analysis

We needto examinea numberof issuesassociatedwith our system. Minimally, we have threetypesof
communication:provisioning,reconciliation,andtransaction.We shallnot worry aboutthevaluetransfers
to banks,as therealreadyexist well-establishedsystemsfor handlingthose. The inter-PA and PA-CSC
communicationis also relatively simple to secure,and can usewell-establishedcryptographicprotocols
suchasIPsecor SSL.

ThePayermustbeprovisionedoverasecurelink; securitycanbephysical,asin ourprototypewherethe
Palm PDA is connectedto theprovisioningcomputerover a directseriallink in theuser's presence.More
commonly, securitywould beprovidedover a cryptographicallyprotectednetwork link. For thatpurpose,
thePayerandthePA mustsharesomelong-termsecurityparameters,sothatshort-termcredentialscanbe
generatedwith freshpublic keys every refreshingperiod. An IPsecor SSL link betweenthe PA andthe
Payer, or theencryptedchannelalreadybeingusedby a cellphoneto exchangesignalinginformationwith
its provider, is suf�cient – thereis no needto inventanotherprotocol.

The lengthof the asymmetrickeys generatedfor the short-termcredentialsneedssomeexamination.
The public key of the Payermay be exposedto third partiesduring the actualtransactionandduring the
depositof all theMicrochecksby theMerchant.In addition,if theadversaryis theMerchanthimself,then

will bepostedto thePayer'saccount,nodisputeneedsto beresolved.)
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healreadyhasthePayer's public key. Eitherway, if anadversarycanfactortheRSA key of thePayer, all
it cando is make purchasesfor thedurationof theshort-lived credential.In otherwords,cryptanalysisof
thePayerkey is no worsethandiscoveringthesecretby stealingthedevice or hardwarecompromise.The
utility of this to the adversaryis limited by the fact that the possibletransactionsareall low-valueones,
andthereforetheamortizedcostof amachinebig enoughto discover keys within thetime-frameallowedis
uneconomicalevenfor relatively smallRSA modulussizes(e.g., 512bits).

If theMerchantis consideredanadversary, thesituationis slightly different;theMerchantreallyalsohas
theextra timebetweentheexpirationof thecredentialandthenext timehehasto call up theCSCto deposit
theMicrochecks(sincehecan“pre-date”fraudulenttransactions).Sincethismighthappenonly infrequently
(perhapsonly oncea month),the vulnerability interval could be larger. Therefore,it maybe advisableto
encodea maximumnumberof purchasesperdaypervendorID in thepayer's short-termcredential.This
is wherefraud-detectiontechniquesalsocomeinto play. TheCSCcanverify, e.g., thatonly a reasonable
numberof purchaseshave beenmadepervendingmachine;it canalsoverify that the purchaseshave not
beenmadeatunreasonablydisparategeographicallocations,andsoon. This is oneof thewayswhereusing
a trust-managementsystemwith programmablepolicies(suchasKeyNote) is especiallyadvantageous.If
betterpoliciesfor frauddetectionhave to bedeployed,or differentpoliciesneedto applyto differentpeople,
they canall beencodedin thecredentials.

Provisioning the Merchant's PaymentProcessor(MPP) is in many wayseasierthanprovisioning the
Payer. TheMPPneednever signanything – it only veri�es thesignaturesof thecredentialsthat thePayer
sendsit. The MPP doesneedto have long-termsecretsso that its communicationwith the CSCcanbe
secure,but this is justpartof thecommunicationprotocol,soall thewell-known IPsecconsiderationsapply.
ProvisioningtheMPPcanbeassimpleasinsertinga �oppy disk or a read-onlymemorychipcardwith the
necessaryIPseckey material.TheMPPshouldalsohave someconceptof realtime,but thatdoesnot need
to beveryaccurate.In thecaseof theMerchant,theadversaryis thePayer.

Sincevalue is not storedin either the Payeror the Merchant,thereis no needfor tamperresistance
againstthe owner of the Payer or Merchanthardware. The securityof the paymentsystemreally only
dependson thesigningkey of thePA; thePA secretmustbewell protected,andin many applicationsit will
beappropriateto usetechniquessuchashardwaresecurityandsharedsecretsto protectit.

3 KeyNoteMicr ochecks

It wasstraightforwardto designapracticalpaymentsystembasedonthearchitectureof theprevioussection,
using the KeyNoteTrust ManagementSystem[BFIK99] as the basisfor specifyingcredentialsand risk-
managementpolicies.

KeyNoteis a simpletrustmanagementsystemandlanguagedevelopedto supporta varietyof applica-
tions. Although it is beyond the scopeof this paperto give a completetutorial or referenceon KeyNote
syntaxandsemantics(for which thereaderis referredto [BFIK99]), wereview afew basicconceptsto give
thereadera tasteof whatis goingon.

The basicserviceprovided by the KeyNotesystemis compliancechecking; that is, checkingwhether
a proposedactionconformsto local policy. Actionsin KeyNotearespeci�edasa setof name-valuepairs,
calledanActionAttributeSet.Policiesarewritten in theKeyNoteassertionlanguage andeitheracceptor
rejectactionattributesetspresentedto it. Policiescanbebrokenup anddistributedvia credentials, which
aresignedassertionsthat canbe setover a network and to which a local policy candefer in making its
decisions.The credentialmechanismallows for complex graphsof trust, in which credentialssignedby
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severalentitiesareconsideredwhenauthorizingactions.
In our micropaymentsystem,variousplayersissueKeyNotecredentialsto encodetheshort-lived risk

managementstrategiesanduseKeyNotecompliancecheckersto makerisk managementdecisions.Wealso
useKeyNotecredentialsto encodethepaymentmessages,whichwecall KeyNoteMicrochecks.

Let usnow examinehow we encodevariousaspectsof oursystemwith KeyNote.

3.1 Merchant Policy

Eachmerchantmusthave a policy that identi�es thepublic keys of theProvisioningAgents(PAs) thatare
trustedto issuePayercredentials.

For thepurposeof simplicity, weassumethatthereis only onePA (andonly onePA key). Eachmerchant
would thenhave aKeyNotepolicy asfollows:

Local-Constant s: PA KEY = "rsa-base64:MIGJ AoGBAM8ib p27l 02II ZA+
�

5xANbFmgRtV3Yh0pSic 2wk8 YB/dG pHQDys mQ9buUt f7 pJ /x hW5s+GV4K5Hw
�

XsPo1MSimOw4z5fjv CDEf SwzBOfs p7p01u+NWwJyd 8hrb /i LYq6t Gmhha7R
�

0+KG+fUEvLhArt yV0pQ0oWfVBji4 oOtI a9GrGzAgMBAAE="
Authorizer: "POLICY"
Licensees: PA KEY
Conditions: app domain == "deli" -> "true";

This KeyNotepolicy essentiallysaysthatany actionsin the “deli” applicationshouldbeauthorizedif
they aresignedwith (or authorizedby acredentialissuedby) theRSAkey identi�ed as“PA KEY”.

This policy is storedin eachMerchant's computerandis consultedwhenever anof�ine purchaseis to
bemade.

As anotherexamplefrom adifferentapplicationarea,thefollowing policy couldbeusedby acarrental
agency. This policy not only requiresproof of payment,but alsoa driver's certi�cate from theDepartment
of Motor Vehicles.

Local-Constant s: PA KEY = "rsa-base64:MIGJ AoGBAM8ib p27l 02II ZA+
�

5xANbFmgRtV3Yh0pSic 2wk8 YB/dG pHQDys mQ9buUt f7 pJ /x hW5s+GV4K5Hw
�

XsPo1MSimOw4z5fjv CDEf SwzBOfs p7p01u+NWwJyd 8hrb /i LYq6t Gmhha7R
�

0+KG+fUEvLhArt yV0pQ0oWfVBji4 oOtI a9GrGzAgMBAAE="
DMVKEY = "rsa-base64:MCgC IQ GB0f 8lS VZfH Dwdc k

�

ESR/Dh+ONPMrYvd0QlU 9QdKbKbRQID AQAB"
Authorizer: "POLICY"
Licensees: PA KEY && DMVKEY
Conditions: app domain == "car rental" -> "true";
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3.2 Payer Credentials

The Payercredentialsarewheremostof the risk managementstrategy is encoded.Thesecredentialsare
issuedto eachpayerby thePA at relatively frequentintervalsandspecifytheexactconditionsunderwhich
anof�ine paymentcanbeauthorized.RecallthattheMerchantpolicieswill authorizeanything authorized
by the PA public key; the Payer credentials,therefore,are signedby the PA key and encodethe exact
restrictionsfor a givenpayer.

Differentpayerscanbe allowed to do differentthings,andthis will be re�ected in the detailsof their
credentials.EachPayerhasherownpublickey, whichisencodedin thecredentialalongwith therestrictions.
For example:

Local-Constants : PA KEY = "rsa-base64:MIG JAoGBAM8ibp 27l0 2I IZ A+
�

5xANbFmgRtV3Yh0pSi c2 wk8YB/ dGpHQDysmQ9buUtf 7pJ/ xh W5s+GV4K5Hw
�

XsPo1MSimOw4z5f jvC DEfS wzBOfsp 7p01u+NWwJyd8hr b/ iL Yq6tG mhha7R
�

0+KG+fUEvLhArty V0pQ0oWfV Bj i4o Ot Ia 9GrGzAgMBAAE="
PAYERKEY = "rsa-base64:MCg CI QGB0f8l SVZf HDwdck

�

ESR/Dh+ONPMrYvd0Ql U9QdKbKbRQIDAQAB"
Authorizer: PA KEY
Licensees: PAYERKEY
Conditions: app domain == "deli" && currency == "USD"

&& &amount < 1.51 && date < "20001024" -> "true";
Signature: "sig-rsa-sha1- base 64:QU6SZt G9R3IXX AU9v RDBguUp

�

PpFgh8s5O0pbO0KOYMRxbz Lf VpLvy yz V16f w9uT4Gkq1ToZAdhZVkF5zu humH
�

Xi2wmgZqzFexpoi itv pXRCuERkZPPK60Sik Mpzi0 If NkPYLi qSp7mHr dEAChZ
�

pPnBTl2tUGxQBK/ 17f KVSRPa0="

Thisverysimplecredentialallows thePayerholdingthePAYER KEY to makeany of�ine purchasesin
the“deli” applicationfor up to 1.51each(in USD)until thedateis “20001024”.Presumably, thiscredential
wouldhave beenissuedto thepayeradayor two beforethat.

Theconditionsin thePayercredentialcanbemorecomplex, of course,if therisk managementstrategy
demandsit andif themerchantis ableto storeandreferto stateaboutrecenttransactions.For example,we
mightprovide amaximumnumberof transactionsor maximumtotal valuethancanbepurchasedfrom any
oneMerchant,or it might requirethat the time betweentwo transactionsat thesamemerchantbe at least
someinterval.

Thepayercredentialis storedon thePayer's portablecomputingdevice andis transmittedto theMer-
chantwhenever shewantsto make apurchase.

3.3 Making A Purchase

Whena Payerwantsto buy somethingfrom a Merchant,theMerchant�rst encodesthedetailsof thepro-
posedtransactioninto anoffer whichis transmittedto thePayerscomputer. (Weassumethatthepartieshave
somemechanismfor negotiatingthedetailsof theoffer, suchasenteringkeys on a cashregisteror pushing
buttonsonavendingmachine,andthatthereis somecommunicationmechanism,suchasinfrared,between
theMerchant's andPayer's devices).
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Theoffer is asetof attributesandvaluesthatdescribesthetransaction,e.g.:

merchant = "LEE'S DELI"
currency = USD
product = "CelRay Soda"
date = 20001023
amount = 0.55
app domain = "deli"
nonce = eb2c3dfc860dde9a

Thisoffer is from “Lee's deli” andis for aproductcalled“CelRaySoda”thatcosts0.55in USD.
Observe that the nameof theMerchantandthe productdescriptionarejust text strings. These,along

with thepriceof theproduct,will bedisplayedon thePayer's device to prompttheuserfor approval.
If thePayerwishesto proceed,shemustissueto theMerchantaKeyNoteMicrocheckfor thisoffer. The

MicrochecksarealsoencodedasKeyNotecredentials,thatauthorizepaymentfor aspeci�c transaction.The
Payercreatesthefollowing KeyNotecredentialsignedwith herRSAkey, andsendsit, alongwith herPayer
credential,from thePA to theMerchant:

Local-Constant s: PAYERKEY = "rsa-base64:Mcg ... "
Authorizer: PAYERKEY
Licensees: "LEE'S DELI"
Conditions: app domain == "deli" &&

currency == "USD" && amount == "0.55" &&
nonce == "eb2c3dfc860dde 9a" && date == "20001023" -> "true";

Signature: "sig-rsa-sha1-b ase 64:Q pf .. ."

(Key andsignatureencodingshave beentruncatedfor readability.)
This credentialis effectively a checksignedby the Payer(the Authorizer),andpayableto Lee's Deli

(theLicensee).Theconditionsunderwhich thischeckis valid arethatthepaymentis for somethingcosting
55cents,purchasedon the23rdof October2000,andfor theparticularnoncegivenin theMerchant's offer.
Thenoncemapspaymentsto speci�c transactions,andpreventsdouble-depositingof Microchecksby the
Merchant.

To determinewhetherhecanexpectto bepaid(andthereforewhetherto acceptthepayment),theMer-
chantsendstheactiondescription(theattributesandvaluesin theoffer) andthePayer's key alongwith his
policy (that identi�es thePA key), thePayercredential(signedby thePA) andtheMicrocheckscredential
(signedby thePayer)to his local KeyNotecompliancechecker. If the compliancechecker authorizesthe
transaction,theMerchantis guaranteedthatthePA will allow payment.In thecaseof thepolicies,creden-
tials, andtransactiondetailsgivenin theexamples,thecompliancechecker would approve thetransaction.
The correctlinkageamongthe Merchant's policy, the PA key, the Payerkey, andthe transactiondetails
follow from KeyNote's semantics.
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If thetransactionis approved,theMerchantshouldgive theitemto thePayerandshouldstoreacopy of
theMicrocheckalongwith thepayercredentialandassociatedoffer detailsfor latersettlementandpayment.

If thetransactionis not approved becausethe limits in thepayercredentialshave beenexceeded,then,
dependingon theirnetwork connectivity, eitherthePayeror theMerchantcanrequesta transaction-speci�c
credentialthat canbe usedto authorizethe transaction.Observe that if this is implementedtransparently
and automaticallyit provides a continuumbetweenonline andof�ine transactionstunedto the risk and
operationalconditions.

3.4 Clearing and Settlement

Periodically, the Merchantwill `deposit' the Microchecks(andassociatedtransactiondetails)he hascol-
lectedwith theClearingandSettlementCenter(CSC).TheCSCmayor maynot berun by thesamecom-
pany asthe PA, but it musthave the properauthorizationto transmitbilling andpaymentrecordsto the
PA for thePA's customers.TheCSCreceivespaymentrecordsfrom thevariousMerchants;theserecords
consistof theOffer, andtheKeyNoteMicrocheckandcredentialfrom thepayersentin responseto theoffer.

In orderto verify thataMicrocheckis good,theCSCgoesthroughthesameprocedureastheMerchant
did whenacceptingtheMicrocheck. If theKeyNotecompliancechecker approves,thecheckis accepted.
Usingherpublickey asanindex thepayer's accountis debitedfor theamountof thetransaction.Similarly,
theMerchant's accountis creditedfor thesameamount.

3.5 Prototype Implementation

Webuilt aprototypeKeyNoteMicrochecksystembasedonsodavendingmachinesandPalmPDA comput-
ers.It is describedin detail in theAppendix.

4 Discussionand Conclusions

We have demonstrateda simple and, for someapplications,practicalschemefor of�ine micropayments
without theoverheadof eithersecurehardwareor onlinetransactionauthorization.Ourschemerepresentsa
departurefrom theusualapproachto designingsuchsystems.In particular, wechoseto toleratemanageable
losses,ratherthanpreventingthem,andwe madeno attemptto provide anonymity.

Risk managementhaslong beena centralpartof the�nancial world - it is thebasicvalue-servicepro-
vided by credit card issuers,loan underwriters,insurers,the �nancial markets, etc. In this respect,it is
rathersurprisingthat platformsto supportrisk managementtechniquesfor avoiding online authorization
have not previously beenappliedto electronicmicropaymentsystems.(Indeed,older manualcredit card
processingprotocolsoften includeda “�oor limit” on transactionsbelow which it a telephoneauthoriza-
tion wasnot required,althoughthe limit wasnot speci�c to the individual cardholder.) Instead,previous
eletronicsystemshave focusedon preventingfraudandfailure,ratherthanon managingit. Unfortunately,
thepreventionmechanismscanbetoo expensive for micropayments,makinga risk managementapproach
especiallyattractive.

Wehave describedaplatformthatmakesit possibleto encoderisk managementrulesfor of�ine micro-
payments.An obvious futuredirectionfor researchis in theareaof systemsthatgenerateandadaptthese
rulesto actualoperationalconditions.Wehopeto stimulatework in thisdirection.
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Appendix: Prototype Implementation

We built a prototypemicrobilling systemin orderto testthe feasibility of a sucha system,andalsostudy
users'reactions.Wechoseto implementourprototypePayersystem,the“ElectronicCheckWriter (ECW)”
ona3ComPalm-III PDA. A largenumberof peoplein ourlocationalreadyhavePalmPDAs,whichmakesit
easyto getvolunteersto testoursystemwithouthaving to buy or carryadditionalhardware.(Many modern
mobilephoneshave infraredports,andwould alsohave beensuitableasanECWplatform).

We developedthe ECW software for the Palm ComputingPlatformusingthe ssl port, gnu utilities
underLinux. ThePalm-III (aswell asall newer models)hasaninfraredinterface,andsuf�cient processing
power to computeanRSAsignaturewith a257-bitmodulusin approximately� veseconds,whichmakesfor
anacceptableuserdelay. While a257-bitmoduluscanhardlybeconsideredsecure,it makesfor acceptable
userdelaywhile still providing properauthentication.

In orderto make thisanattractive andrealisticdemonstration,weusedanactualsodavendingmachine.
We purchasedandmodi�ed a genericvendingmachinefrom a mail-orderdistributor. Figure2 is a sketch
of the machinewith the associatedhardware. It can dispenseeight kinds of 12oz cansof soda. It has
eightselectionbuttonsin thefront, andeight24V motorsto operatethedispensemechanisms.To useit, we
removedanddiscardedtheoriginalcontroller, thebill collector, andthecoincollector, andbroughtthewires
thatsensethepush-buttonsanddrive thedispensingmotorsout to a Z-World PK2275industrialcontroller
(Figure3), whichis programmedin avariantof C calledDynamicC. Thecontrolleris connectedvia aserial
port to aLinux PC.

A VacuumFluorescentDisplay(VFD) is mountedonvendingmachine,andis usedto givepromptsand
statusinformationto theuser(Figure4). It is connectedto thePCusingaserialport.

Also connectedto theLinux PCis a JetEyeIrDA adaptor, which is usedto communicatewith thePalm
unit with theIrDA protocolsuite.

The“ProvisioningAgent” in our systemis a BSD Unix workstationwith a palmcradle;usersget their
initial credentials(andthe ECW software) in personbut receive their ongoingshort-termcredentialsvia
electronicmail.

Beforethesystemcanbeput to work, theProvisioningAgentstationmustsetup keys for itself. This
one-timeoperationis donewith akey generationcommandto theKeyNotetoolkit. Speci�cally, wegenerate
anRSA key pair with amodulussizeof 1024bits. Thepublic andprivatecomponentsarestoredin regular
text �les.
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Figure2: Frontof thevendingmachine,showing thedisplay, infraredport,andsomeof thepushbuttons.

The provisioning agentmustmake its public key known to all Merchantsandclearingagents.In our
case,theprovisioning agentalsoservesasthe clearingagent;sendingthekey to the Merchantsis simply
doneby copying thepublickey to thevendingmachine's permanentstorage.

Provisioning eachuserPDA consistsof generatinga short-termcerti�cate, in the form of a signed
KeyNoteassertion,specifyingthatits publickey cansignelectronicchecksmeetingtheconditionsexpressed
in theassertion.As animplementationshortcut,theprovisioningagentalsogeneratesthePDA's RSA key
pair, andusesthepublic key in theassertionit generates.Thekey pair, alongwith theshort-live certi�cate,
arethencompiledinto anexecutable,called“SodaPop”,which is loadedin thePDA.

ThePDA is provisionedby goingto aprovisioningstation,which is aPCrunningLinux, andhasacopy
of thesourcecodeof theECW application.A simplecommandline interfaceis usedto invoke ascriptthat
builds thenew setof keysandthecerti�cate,compilestheminto theECWapplication,anduploadsit to the
PDA whichhasbeenplacedon thesynchronizationcradle.

Our vendingmachinelooks super�cially like a standardvendingmachine,but the coin mechanism
hasbeenreplacedwith a small displayandinfraredport. Thereareeight buttonsto selectdrinks. Upon
approaching,theuseris promptedto makeaselection(seeFigure4, �rst panel).Hiddeninsidethemachine
aretheMerchantLinux PCandcontroller.

Whena buttonis pressedon thesodamachine,thesupervisorprogramrunningon theMerchantLinux
PC,which is polling thecontrollerseveral timesa second,registersthata buttonhasbeenpressed.It then
asksthe controllerwhetherthe drink is availableor sold out (thereis circuitry in the vendingmachineto
detectthat). If thedrink is soldout, theuseris told so; if not, theuseris told to aim their PDA at theIrDA
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Figure3: Z-World PK-2275IndustrialController

Figure4: Variouspromptsandstatusmessages.

interfaceof thevendingmachine.ThePDA is runningthe“SodaPop”application;�gure 5-left shows the
openingscreen.CommunicationbetweenthesupervisorprogramandthePDA is established,andanoffer
is sentto thePDA.

ThePDA thenpromptstheuserwith thescreenshown in Figure5-right. If theuserclicks on “no”, no
purchaseis made(and,asacourtesyto asubsequentuser, thePDA sendsa “no” to thevendingmachineso
thatit will notwait until it timesout).

If thepurchaseis acceptedby theuser, thePDA will build aKeyNoteMicrocheckandwill sendit, along
with its credential,to thevendingmachinevia infrared.

Uponreceipt,thevendingmachinewill queryits localKeyNotecompliancechecker with thecredential
andMicrochecksit got,alongwith theprovisioningagent's publickey, usingthe�elds from theoffer asthe
KeynoteAction AttributeSet.

If everythingis approved, the PC sendsa commandto the micro-controllerto turn the corresponding
dispensingmotoron,and,in thisexample,anicecoldcanof PocariSweatwill bedispensed.
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Figure5: SodaPopPDA Applicationscreens
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