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Abstract

We introducea new micropaymenschemesuitablefor certainkinds of transactionsthatrequires
neitheronlinetransactionsor trustedhardwarefor eitherthe payeror payee Eachpayeris periodically
issuedcerti ed credentialghatencodeghetype of transactionsindcircumstancesnderwhich payment
canbeguaranteedA risk managemergtratagy, takinginto accounthepayers'history, andotherfactors,
canbe usedto generatahesecredentialsin a way that limits the aggregatedrisk of uncollectableor
fraudulenttransactiongo an acceptabldevel. Thesecredentialscan also permit or restrict types of
purchasesWe show a practicalarchitecturefor sucha systemthat usesa Trust ManagemenSystem
to encodethe credentialsandpolicies. We describea prototypeimplementatiorof the systemin which
vendingmachinepurchasesremadeusingconsumePDASs.

Keywords: TrustManagementRisk ManagementMicrobilling; Paymentspigital Cash.

1 Intr oduction

Currentelectronicpaymentsystemsare not well matchedo occasionallow-valuedtransactions(For the
purposesf this discussionwe usethe term “electronicpaymentsystem”broadly to encompasgon/en-
tional creditcards stored-aluecards,onlineandof ine digital cashetc)

A centralrequirementor ary electronicpaymentsystemis thata singlecompromiseor failure should
not have catastrophiconsequenceg:or example,it shouldnotbe possibleto doublespendn adigital cash
system nor shouldthe compromiseof a client's authorizationsecretentail unlimited client liability or un-
collectibletransactionsTraditionalpaymentsystemsaredesignedo preventsuchfailures. Unfortunately
thepreventionmechanismaregenerallytoo expensve to supportoccasionallow-valuedtransactionsTyp-
ically, suchsystemsequireonlinetransactionsirustedclient hardwaresuchassmartcardspr mustassume



conditionsthat are not alwaystrue, suchasthat payerscanbe held responsiblgor any andall fraud or
misuseof their authorizatiorsecrets.

In this paper however, we presentanew approachhatfocusesnsteadon risk manajement Our central
obserationis thatin someapplicationsve canrelaxmary of the expensve requirementsssociatedvith
electronicpaymentsystemswhile still keepingfraud or uncollectibletransactionswvithin acceptabldev-
els. We shift the securityfunctionsperformedby online authorizatiorof transactionso certi ed codethat
canauthorizeof ine transactionsindercertainconditions. Theseconditionsare customizedo eachclient
accordingo arisk managemenrgtratgy customizedo theapplication.

Thereare three main contrikutions in this paper First, we describea framewvork in which certi ed
of ine authorizationsreatedby a risk managemenstratgy replaceonline authorizationgor occasional,
low-valuedtransactionsWe thendescribean architecturefor a practicalpaymentsystemin which a trust
managemensystem[BFL96] is usedto encodethe client risk managemenstratgy. Finally, we describe
a prototypeimplementatiorbasedon the KeyNote trustmanagemenbolkit [BFIK99], in which userscan
purchaserendingmachinetemsusingcredentialstoredon cornventionalpalmtopcomputers.

1.1 RelatedWork

Most currently-usegbrotocolsfor Internete-commercarebasecn creditcardchaging over SSL[Hic95].
Suchschemesequirethe merchantto performa “hidden” (from the users point of view) online credit
check.The costof suchcheckscanbeonthe orderof 10 (US) centsmakingthemexpensve for low-value
transactionsThe morerecentlydevelopedSET[SET] andCyberCasltprotocols|EBCY96] do not address
thisissue.

NetBill [CTS95]is a transactionapaymentprotocol with mary adwancedfeatures(atomicity group
membershippseudoyms, etc) thatrequirescommunicatiorwith the NetBill sener for eachtransaction,
thusexhibiting the samedravbackwith respecto micropaymentasthe simpleronline protocolsalready
mentioned.Othergeneral-purpospaymentprotocols{NM95, BGH 95, FB98] areunattractie for micro-
paymentdor thesesamereasons.

Digital cash-basedystemgCha82 Cha92 MN94, BGJY98,dST9§ provide mary desirablefeatures
(potentially total anorymity, inherentoff-line operation),but do not directly addresghe issueof double-
spending(fraud). Somee-cashsystemsuseonline checking(thusnegatingthe off-line operationcapabil-
ity). Othersrely on detectionafter the fact, which introducesthe potentialfor large-scalesimultaneous
multiple-spending.The samedravbackis manifestin several micropaymenprocotols,suchas PayWord
[RS], PayTree[JY96], micro-iKP [HSW96], andothers[Tan9g. While the double-spendingossibilityis
aninherentpropertyof all suchsystemsnoneof theabove protocolsemplaoy ary kind of risk management
schemeo addresst.

NetCents[PHS98] and Millicent [Man99 are scrip-basedff-line-friendly micropaymentprotocols.
As the monetaryunit usedin theseprotocolsis vendorspeci ¢, double-spendings madevery dif cult (if
not impossible). The assumptiorbehindboth protocolsis that peopletendto re-usethe samemerchants
repeatedly If this assumptiorholds, the interactionsbetweenthe customerand the bank are kept at a
minimum. A hiddenassumptions that merchantshave “total information” over their sales,so double-
spendingvith thesamemerchants detectablelf themerchanhasmary distinctpointsof sale thepotential
for double-spendings re-introducedunlesscontinuouscommunicationand databasesynchronizations
maintainedetweerthedifferentpoints. This would consequentlyegatethe bene tsof off-line operation.

IBM' s MiniPay [HY96, Her9§ usesa protocolthatis somevhatsimilar to thatdescribedn this paper
MiniPay wasdevelopedprimarily for usewithin a web browvser anda lot of effort hasgoneinto the user



interfaceaspectRisk managemens implementedasa decisionto performanonline checkwith thebilling
sener basedon the total spendingby the customerthat day and someparameterset by the merchant.
Thebilling provider cannotcustomizeaisk-managemergarametersn a percustomernd/orpermerchant
basis.

Person-to-perso(P2P)paymentsystemssuchasPayRal or X.com (nov meiged), allow usersto ex-
changemone online. Typically, the provider's web sener needso be contactecandaninstructionissued
for amone transfer In thatrespectthetransactions very similar to a bankwire transfer Therealsoexist
modulesthatallow usersto directly exchangemone throughpalmtopcomputers.Suchsystemsaypically
have no built-in securitymechanismsin the bestof circumstancesthey area straightvariantof of ine
digital cash.

While our systemcanoperateon its own, it could alsobe integratedin sometype of electronicwallet,
suchasSWAPEROO [DBGM 98].

Finally, theuseof a PDA asanelectronicwalletis not nen. [DB99] describesanimplementatiorof the
PayWord systemfor the PalmPilot.

1.2 Ofine Transactionsand Risk Management

Considera simpli ed view of how transactionsre processedh traditionalcredit- or debit- cardsystems.
Eachpayerhasanaccountwith a cardissuey againstwhich chagescanbe madeup to somelimit. When
a userwantsto chage a transactionsheprovidesheraccountnumberto the merchantwho callsthe card
issuerfor authorization.The cardissuercheckgshatthe transactioris lessthanthe availablebalance andif
so,subtractghetransactioramountfrom the balanceandauthorizeghe transactionThe useralsosignsan
authorizationto chage heraccountfor the transactioramount. At periodicintervals, eachmerchansends
thesignedauthorizationshey have collectedto thecardissuerwhichtransfersappropriatéundsto theback
to themerchantandbills the cardholdersaccountsaccordingly (Realcreditandcheckcardauthorization
andclearingmechanismaremorecomplicatedhanthisin practice put still follow approximatelythisbasic
procedure).

Obsenre that even thoughsettlementand clearingcan be (and are)doneof ine andin batchesgach
transactiorstill requiresan online authorization. This stepis neededor two reasonsboth relatedto the
general-purposedesignof the credit/ checkcardmodel. First, lossesfrom uncollectibletransactionsare
limited by imposinganaccountimit on eachuser which mustbecheclkedanddebitedwith eachtransaction
to preventcreditoverrunsor negative balances Secondly the accouninumbermustbe checled to be sure
thatit is actuallyassociatedvith anaccounin goodstandingto preventfraudfrom stolenor forgedaccount
numbers.(Obsenre thatthe online transactiorcould, in principle, be eliminatedif the cardholdercanbe
giventrustedhardware,suchasa smartcardthatmaintainsts own stateaboutthe statusof theaccountand
producessignedtransactiorauthorizations).

Suchsystemshecomeextremelyvulnerableto fraud and akuseif the online transactiorauthorization
(or the trustedhardware)is eliminated. (For example,considerwhy few retailerswill acceptchecksfrom
randomcustomerswithout verifying their validity with the bank). Therewould be no limit to what the
accountholdercould spendduring the validity period of the card,andno mechanisnto detectinvalid or
forgedaccounnumbersClearly suchavulnerabilityis unacceptablen ageneral-purpospaymensystem.

We obsere thatin someapplicationshowever, it is acceptableo risk the occasionalincollectibleor
fraudulenttransactionif, in the aggreate, toleratingthe lossescostslessthan preventing them through
onlinetransaction®r deplging securéhardware. In fact,assumingisk andtoleratinglossis thebasisupon
which creditsystemswork.



The basicideabehindour schemes thatwe includewith the users accountidenti er certi ed infor-
mationthatdescribeshe circumstancesnderwhich transactionganbe authorizedf ine. Thesecircum-
stanceswvould differ from applicationto application,andindeed,from userto user but are selectedn a
way thatmalkesit dif cult to pro tably exploit or abusea compromisedccount.Therulesaredesignedo
allow of ine authorizatiorfor thosetransactionsvherefraudis unlikely andin which the costof anonline
authorizatioris greaterthanthe valueof the transactioritself.

We assumehateachusers authorizationdatais managedy a small, portabledevice of modestcom-
putationalability andwith somecapacityfor communicationsuchasinfraredor low-power radio. Ideally;
the device is somethingthe useralreadyowns for someotherpurpose;PDAs andcellulartelephonesre
especiallygoodexamples.

In this schemethe users'credentialsmanageandlimit risk in severalways. First, credentialsvould
have a limited lifetime, perhapsa day or two, andwould have to be refreshedby communicatingwith the
issueratregularintenvals. Thevalidity periodwould bedeterminedy thelengthof time theissueris willing
to toleratelossfrom stolenclient devices,andalsoby the naturalinterval thatthe useris likely to beableto
communicatdackwith theissuer

Becausesachtransactions authorizedby trust managementredentialsthe systemcanalsobe used
in applicationsvherethe ability to conductcertainkinds of transactionsnustberestrictedn variousways
andwheredifferenttreatments givento differentclasseof customers.For example,sometransactions
(alcohol,tobacco pornographybinding contractsetc) might be restrictedto adults;it is a simplematter
to encodearequirementor an“adulthood” credentiain thevendors policy. Similarly, certaintransactions
mightrequirelicenseor specialpermissiondangerougoods carrental,medicalsupplies)which arealso
easyto encodeascredentialsand checkfor in a policy. Corversely the credential-basethechanismalso
malkesit easyto createrestrictedforms of mone that canonly be usedfor certainthings, suchassocial
welfarefood stampsor spendingnone givenby parentdo their children.

The mostimportantmechanisnfor limiting fraud and akuseis the transactionlimit encodedn the
credentials The kinds of transactiongermittedare determinedaccordingto the risk managemerstratgy
of theaccountissueyrandaredesignedo limit theusefulnesso athief of acompromisedisers credentials
andsecretsFor example,anencodedstratgy might permitthe of ine purchaseof nevspapershut only a
few copiedrom ary givenvendor If ausersdeviceis stolen thethiefwould beableto buy only nenspapers,
andonly asmary asshecan nd vendors.

Although not suitableas a generalreplacementor credit cardsor cash,sucha schemehasa number
of importantpropertiegshatmake it especiallywell suitedto the kinds of occasionatransactiongor which
creditcardsandspecializedigital cashsystemsaretoo expensve.

2 Architecture

First, someterminology The main playersin our schemeare Merchants who sell thingsandcollectpay-
ments,and Payers, who buy thingsand pay for them. Merchantsand Payerssign up for servicewith a
ProvisioningAgent(PA). Merchantsnteractwith Payersthroughthe MerchantPaymentProcesso(MPP).
Payersare assumedo hold portablelightweight devices capableof someprocessingcellphonesPDAs,
etc) A ClearingandSettlemenCenter(CSC)for reconcilingtransactionsnay be a separatentity, or may
bepartof thePA.

Our microbilling architecturés designedo operatesf ciently underanumberof constraints.

Foremosts thatcommunicatiorbetweerthe PA andthe PayersandMerchantds relatively expensve.



Thisimpliesthattransactionsnustbe ableto be consummatetietweerPayersandMerchantdirectly, with
the CSCverifying themat a latertime . Thus,the Payerwill have to provide proof thatsheis allowed to
performatransactionLik ewise,theMerchanwill have to corvincethePayerthatshereallyis anauthorized
Merchant. Assumingalargenumberof PayersandMerchantsyith apotentiallyhighturnover rate,massve
periodicrecon gurationof all devicesinvolvedis impractical.

A public-key credential-basedrchitecturets nicely here.The PA would actasatrustedthird partyto
PayersandMerchantsywhowould beableto authenticateachotherof ine usingtheappropriateredentials.
Although computationallyintensve, public key operationsare not prohibitively expensve on the latest
generatiorof lightweightcomputingdevices(seeSection3 for someperformancegures for thePalmPDA).
Somedevices also provide hardware cryptographicacceleratiorin the form of ASIC modules. Modern
cellphonesfor example,alreadyhave signi cant cryptographicsupportin hardware. Thesetrendsshould
mitigate,if notaltogetheeliminate,performanceoncerns.

Lossof thePayers (or Merchants) device/credentialshouldnot be catastrophicWhile the Merchant,
Payer or PA (dependingon agreementsinay have to incur somecostsasa resultof the loss(similar to
creditcardlossor theft), it shouldbe possibleto limit thepotentialdamagePayerandMerchantcredentials
utilized shouldthereforebe short-lved (andthusfrequently-refreséd) andfairly restrictive with regardto
the Payers or Merchants capabilitiegwhatitemscanbe bought/soldjn whatquantities/pricesgtc) Thus,
we mustbe ableto encoderisk-managemerstratgiesin the credentialsve use. The refreshrate of the
credentialsand the capabilitiesexpressedhereindependon the risk-managemendtratgy of the PA and
thushave to be e xible .

An addedbene t of suchan approachis that the different levels of physical security and tamper
resistancérangingfrom noneto very securecanbetakeninto consideratioron anindividual-userbasisas
partof the PA's risk-managemerdtratgy. Otherparametershatmayin uence risk-managemerganalso
be adjustedbn a peruserbasisaswell.

Theuserdevicesusedfor thetransactionganbe very versatile(e.g., cellphonesPDAs, evenlaptopor
desktopcomputers)andthe architecturedoesnot dependon ary particularcommunicatiortechnologyfor
thetransactionpnly thattheuserdevice hassomeability to communicatédackto thePA from time-to-time,
whetherby telephonecellulartext messagenternet,etc.

Sincethe PA hasno physicalcontrol over the userdevice, it is necessaryo verify ary information
receved by it. Thusthe Payerdevice mustprovide prove to the Merchantthatit is authorizedo perform
atransactionand mustableto provide signedmessagethat the Merchantcanuseto clearpaymentfor a
transaction.

A centralprinciple behindour systemis the useof a trust-managemersystemasthe corecomponent
to expressandencodeherisk-managemerttratgies. The following subsectiongive anoverviewv of trust
managementescribehemappingoetweerrisk andtrustmanagemenpresenburarchitectureanddiscuss
how it meetstherequirement$or anof ine micropaymensystem.

2.1 Trust Management

Trust managementintroducedin the PolicyMaker system[BFL96], is a uni ed approachto specifying
andinterpretingsecuritypolicies, credentialsandrelationshipsbetweenusersof the system(principals);

Thereexist establishedndef cient infrastructureshat canprocesdarge volumesof micro-transactionsndreconcilethese
againsthe associateédccountsOhbvious examplesaretelephoneandutility companiesbanks,etc.

Therefreshratealsodepend®on thefrequeny of communicatiorbetweerthe users device andthe PA. We discusshis later
in this section.



it allows direct authorizationof security-criticalactions. A trust-managemerdystemprovides standard,
general-purposmechanismfor specifyingapplicationsecuritypoliciesandcredentialsTrust-management
credentialsdescribea speci ¢ delayation of trust and subsumethe role of public key certi cates; unlike
traditionalcerti cates,which bind keys to namesgcredentialcanbind keys directly to the authorizatiorto
performspeci c tasks.

A trust-managemerslystermhas ve basiccomponents:

A languagédor describing actions', which are operationswith securityconsequencehatareto be
controlledby the system.

A mechanisnfor identifying “principals’,which areentitiesthatcanbe authorizedo performactions.

A languagdor specifyingapplication’policies', which governthe actionsthat principalsare autho-
rizedto perform.

A languagefor specifying ‘credentials',which allow principalsto delegate authorizationto other
principals.

A “compliancechecler', which provides a serviceto applicationsfor determininghown an action
requestedby principalsshouldbe handledgivena policy anda setof credentials.

Trustmanagementini es the notionsof securitypolicy, credentialsaccessontrol, andauthaorization.
An applicationthat usesa trust-managemergystemcan simply ask the compliancechecler whethera
requestedctionshouldbeallowed. Furthermorepoliciesandcredentialarewrittenin standardanguages
thataresharedoy all trust-managedpplicationsthe securitycon guration mechanisnior oneapplication
carriesexactly the samesyntacticandsemanticstructureasthatof anotherevenwhenthe semanticof the
applicationghemselesarequite different.

2.2 Mapping Risk Managementto Trust Management

Givenatrust-managememstystemijt is possibleo describaisk-managemerstratgiesin thelanguagaised
for specifyingcredentials The detailsof the transaction{suchasitem purchasedprice, quantity etc), po-
tentialhistoryinformation(prior transactionetweerthe PayerandMerchant) andotherinformation(time
of day device statusetc), areencodedn the trustmanagemendctionlanguage.The credentialanguage
thendeterminesvhetherthe transactiorshouldbe permittedbasedon thatinformation. The principalsin
thesystem(MerchantsPayers PAs, andCSCs)areidenti ed by their public keys.

Userpoliciesidentify the PAs thataretrustedto introduceotherusers.For a Payeranda Merchantto
be ableto performatransactionthey mustshareat leastonecommonPA. Notethatit is not necessaryo
restrictthe architecturelo a two-layerschemgPAs andPayers/Merchants)nultiple layersof PAs canbe
used.

All userdevicesandCSCsutilize compliancecheclers;theseareusedby theusergo verify transactions
asthey are performed,andby the CSCsduring reconciliation. This allows for a decentralizediecision-
makingprocesswith regardsto risk-managementglieving CSCsor PAs from the burdenof maintaininga
large, online, highly-availableinfrastructurdor transactiorveri cation.



2.3 Microbilling through Risk Management

We cannow describeour microbilling architecturén somedetail.

TheusergPayersandMerchantsjareassumedo possessomedevice thatcanperformtransaction®n
their behalf. Eachuserhasa public/private key pair, andsignsup for servicewith one or more PAs who
issuethe necessargredentials While the detailsof the businessaarrangementthat might ariseareoutside
thescopeof ourarchitectureit is importantto notethatthesedo affecttherisk decisiongnadeby theagents
andthusthe stratgiesencodedn the credentialsFor example,anaccountwith a highermonthly premium
may be allowed to make more purchasesvery day thanone with no premium. We give someexample
credentialsn Section3.

As we have alreadymentionedcredentialsare short-lived to restrictpotentialdamagdrom lossof the
device or compromiseof thecryptographidey, andto avoid maintaininganddistributing revocationlists at
updatetime . Thus,relatvely frequentupdatef the credentialdhave to be performed,dependingon the
speci cimplementationWhenandhow the updatesreperformedandtheirfrequeng) is device-speci c:
cellphonegmight receve their credentialsvery nightin the form of an SMS (or similar) messageor they
mightplacea call to avoicemailor otherservicenumber;PDAs mightdowvnloadnen credentialsvery few
daysduringbackup.To avoid disruptionof service adevice couldbeissuedseseralcredentialsepresenting
differenttradeofs betweerpurchasingower andvalidity duration;thehighervaluecredentialvouldexpire

rst, butthelongerlived lower valuecredentialwould still allow somepurchaseso be madein theeventa
credentiaupdateis missed.Also notethatcredentialsssuedto someMerchantscanbe madelongerlived,
to avoid frequentupdatedo unattendedellingpoints.

A pairof PayersandMerchantghusequippedvith theirrespectie credential€anperformatransaction
througha simpleauthentication/authization protocol,anexampleof whichis givenin Section3. In simple
terms,thetwo usersauthenticateachotherandthenverify eachothers capabilitiesithe Payerveri es that
the Merchantis known to the PA andis authorizedo chage the Payers accountfor the particulartype of
transactionthe Merchantveri es thatthe Payeris authorizedby a recognizecandacceptedPA to proceed
with thespeci c transaction.

Whenatransactiorcompletesthe Payerrecevesthe goodsor servicesgpurchasedin return,the Mer-
chantrecevesfrom the Payera Microched, whichis a speciallyencodedsignedmessagé¢hatauthorizesa
one-timechageto thePayers accountindacreditto theMerchants accountfor simplicity, theMicrocheck
canalsobeencodedsatrust-managemerttredential.

PeriodicallytheMerchantprovidesits collectedViicrocheckqalongwith therelatedransactiomecords)
to the CSC,which usesthis informationto verify the transactiorand chage/creditthe relevant accounts.
ThePayers device (the“MicrocheckWriter”) mayalsokeeparecordof all transactionswhich canbeused
to reconcilepostedandbilled chagesagainsthe payers records.CSCscommunicatavith PAs to indicate
the statusof Payers'andMerchants'accounts.

Note thatit is not strictly necessaryor the Payerto authenticatehe Merchantduring the transaction.
Surprisingly this carriesnolossin security:regardles®f whetherthetransactiorprotocolwascompletedr
not, the Merchantcanalwaysnot dispensehe goods,or the Payercanalwaysclaim thatshenever receved
them. Mutual authenticatiordoesnot helpin eithercase andthe disputewould have to be settledthrough
othermeans. Giventhelow valueof the transactionsandthe factthata disputehistory of the Merchant

Sincewe cannotdo onlinerevocationcheckatthetime atransactions undervay, theonly otherapproachnvolving revocation
listsinvolvesupdatingall the usersof a PA with therevoked credentialsat updatetime.

The Payercansimply verify the signatureon the Merchantcredential to avoid beginning a transactiorwith an unauthorized
Merchant.A fraudulentMerchantcannotuseanothers credentialsasthosewill notbeacceptedy the CSC(andsinceno chages
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Figure1: Microbilling architecturediagram. The arrons representommunicatiorbetweenthe two par
ties: Provisioningissuesredentialdo PayersandMerchantsthesecommunicateéo completetransactions;
Merchantssendtransactiorinformationto Clearingwhich veri es the transactiorand poststhe necessary
credits/chagesor arrangesnong transfers.ProvisioningandClearingexchangenformationon the status
of PayerandMerchantaccounts.

andthe Payercanbe maintainedandreferencedy the PA and/orCSC,fraudulentransactiordisputesheed
not be a major concern. For the remainderof this paper we will assumePayersdo not authenticateghe
Merchants.

Figurel givesa schematiaescriptionof thearchitecture.

2.4 Security Analysis

We needto examinea numberof issuesassociatedvith our system. Minimally, we have threetypesof
communicationprovisioning, reconciliation,andtransaction We shallnot worry aboutthe valuetransfers
to banks,astherealreadyexist well-establishedsystemsfor handlingthose. The interPA and PA-CSC
communicationis alsorelatvely simpleto secure,and can usewell-establishedryptographicprotocols
suchaslPsecor SSL.

ThePayermustbeprovisionedoverasecurdink; securitycanbephysical,asin our prototypewherethe
Palm PDA is connectedo the provisioning computerover a directseriallink in the users presenceMore
commonly securitywould be provided over a cryptographicallyprotectednetwork link. For thatpurpose,
the Payerandthe PA mustsharesomelong-termsecurityparametersso thatshort-termcredentialssanbe
generatedvith fresh public keys every refreshingperiod. An IPsecor SSL link betweenthe PA andthe
Payer or the encryptedchannelalreadybeingusedby a cellphoneto exchangesignalinginformationwith
its provider, is sufcient —thereis no needto inventanothemprotocol.

The length of the asymmetrickeys generatedor the short-termcredentialneedssomeexamination.
The public key of the Payermay be exposedto third partiesduring the actualtransactiorand during the
depositof all the Microchecksby the Merchant.In addition,if the adwersaryis the Merchanthimself,then

will bepostedo the Payers accountno disputeneedgo beresohed.)



he alreadyhasthe Payers public key. Eitherway; if anadwersarycanfactorthe RSA key of the Payer all

it cando is make purchasegor the durationof the short-lived credential.In otherwords, cryptanalysiof

the Payerkey is no worsethandiscovering the secretby stealingthe device or hardware compromise.The
utility of this to the adwersaryis limited by the fact that the possibletransactionsre all low-value ones,
andthereforethe amortizedcostof a machinebig enoughto discover keys within thetime-frameallowedis

uneconomicagvenfor relatvely smallRSA modulussizes(e.g., 512bits).

If theMerchants considere@nadwersarythesituationis slightly different;theMerchantreally alsohas
theextratime betweerthe expirationof the credentiabndthenext time he hasto call up the CSCto deposit
theMicrocheckgqsincehecan“pre-date”fraudulentransactions)Sincethismighthapperonly infrequently
(perhap=only oncea month),the vulnerability intenal could be larger Therefore,it may be advisableto
encodea maximumnumberof purchaseper day pervendorID in the payers short-termcredential. This
is wherefraud-detectioriechniqueslsocomeinto play. The CSCcanverify, e.g., thatonly a reasonable
numberof purchasesase beenmadepervendingmachine;it canalsoverify thatthe purchasesare not
beenmadeat unreasonablgisparategeographicalocationsandsoon. Thisis oneof thewayswhereusing
atrust-managemerstystemwith programmablgolicies(suchasKeyNote)is especiallyadvantageous!f
betterpoliciesfor frauddetectiorhave to bedeplged, or differentpoliciesneedio applyto differentpeople,
they canall beencodedn thecredentials.

Provisioning the Merchants PaymentProcesso(MPP) is in mary ways easierthan provisioning the
Payer The MPP neednever signarnything — it only veri es the signature®f the credentialghatthe Payer
sendsit. The MPP doesneedto have long-termsecretsso thatits communicatiorwith the CSC canbe
secureput thisis justpartof thecommunicatiorprotocol,soall thewell-knowvn IPsecconsiderationapply
Provisioningthe MPP canbe assimpleasinsertinga oppy disk or aread-onlymemorychipcardwith the
necessaryPseckey material. The MPP shouldalsohave someconceptf realtime, but thatdoesnot need
to bevery accurateln thecaseof the Merchantthead\ersaryis the Payer

Sincevalueis not storedin eitherthe Payeror the Merchant,thereis no needfor tamperresistance
againstthe owner of the Payer or Merchanthardware. The securityof the paymentsystemreally only
depend®nthesigningkey of the PA; the PA secretmustbewell protectedandin mary applicationst will
be appropriatdo usetechniquesuchashardwaresecurityandsharedsecretgo protectit.

3 KeyNoteMicr ochecks

It wasstraightforvardto designapracticalpaymensystembasednthearchitecturef theprevioussection,
using the KeyNote Trust ManagementSysten[BFIK99] asthe basisfor specifyingcredentialsand risk-
managemenpolicies.

KeyNoteis a simpletrustmanagemensystemandlanguagedevelopedto supporta variety of applica-
tions. Althoughit is beyond the scopeof this paperto give a completetutorial or referenceon KeyNote
syntaxandsemanticgfor which thereadeiis referredto [BFIK99]), we review afew basicconceptgo give
thereaderatasteof whatis goingon.

The basicserviceprovided by the KeyNote systemis compliancecheding; thatis, checkingwhether
a proposedaction conformsto local policy. Actionsin KeyNote arespeci ed asa setof name-alue pairs,
calledan Action Attribute Set. Policiesarewritten in the KeyNote assertionlanguage andeitheracceptor
rejectactionattribute setspresentedo it. Policiescanbe broken up anddistributedvia credentials which
are signedassertionghat can be setover a network andto which a local policy candeferin makingits
decisions. The credentialimechanismallows for complex graphsof trust, in which credentialssignedby



several entitiesareconsideredvhenauthorizingactions.

In our micropaymensystem variousplayersissueKeyNote credentialdo encodethe short-lived risk
managemerdtratgiesanduseKeyNote compliancecheclersto make risk managemerdecisions We also
useKeyNote credentialgo encodehe paymenimessagesyhich we call KeyNoteMicrochedks

Let usnow examinehow we encodevariousaspect®f our systemwith KeyNote.

3.1 Merchant Policy

Eachmerchanimusthave a policy thatidenti es the public keys of the Provisioning Agents(PAs) thatare
trustedto issuePayercredentials.

For thepurposeof simplicity, we assumehatthereis only onePA (andonly onePA key). Eachmerchant
would thenhave a KeyNotepolicy asfollows:

Local-Constant s: PAKEY = "rsa-base64:MIGJ  AoGBAMBib p27I 0211 ZA+
5XxANbFmMgRtV3YhOpSic 2wk8 YB/AG pHQDB/s mQ@bu Ut f7 pJ/x hWs+GVK5HW
XsPolMSimOw4zSjv CLEf SweBOfs p7p01lu+NwWwyd8hrb /i LYq6t Gnmha7R
0+KG+fUEVLhArt yVOpQOoWfVBji4 oCtl a9GrGzAgVBAAE="

Authorizer: "POLICY"
Licensees: PAKEY
Conditions: app .domain == "deli" ->  "true”;

This KeyNote policy essentiallysaysthatary actionsin the “deli” applicationshouldbe authorizedf
they aresignedwith (or authorizedy a credentiaissuedby) theRSAkey identi ed as“PA KEY”.

This policy is storedin eachMerchants computerandis consultedvhene&er anof ine purchases to
bemade.

As anotherexamplefrom adifferentapplicationareathefollowing policy couldbeusedby a carrental
ageng. This policy notonly requiresproof of paymentput alsoa driver's certi cate from the Department
of Motor Vehicles.

Local-Constant s: PAKEY = "rsa-base64:MIGJ  AoGBAMBib p27I 0211 ZA+
5XANbFmMgRtV3YhOpSic 2wk8 YB/AG pHQDB/s m@bu Ut 7 pJ/x hWs+GVK5HW
XsPolMSimOw4zSjv CLEf SweBOfs p7p01lu+NwWwyd8hrb /i LYQq6t Gnmha7R
0+KG+fUEVLhArt yVOpQOoWiVBji4 oGl a9GrGzAgVBAAE="

DMVKEY = "rsa-base64:MCgC 1Q GBf 8IS VzfH Dwdck
ESR/Dh+ONPMrY\W0QIU 9QdKbKbRQD AQAB'

Authorizer: "POLICY"
Licensees: PAKEY && DMVKEY
Conditions: app .domain == "car rental" ->  "true";
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3.2 Payer Credentials

The Payer credentialsare wheremostof the risk managemenstratgy is encoded.Thesecredentialsare
issuedto eachpayerby the PA atrelatively frequentintenvals andspecifythe exactconditionsunderwhich
anof ine paymentcanbe authorized Recallthatthe Merchantpolicieswill authorizearything authorized
by the PA public key; the Payer credentialstherefore,are signedby the PA key and encodethe exact
restrictionsfor a givenpayer

Differentpayerscanbe allowed to do differentthings,andthis will bere ectedin the detailsof their
credentialsEachPayerhasherown publickey, whichis encodedn thecredentiabhlongwith therestrictions.
For example:

Local-Constants . PAKEY = "rsa-base64:MIG JA0GBAM8bp 2710 21 I1Z A+
5XANbFmMgRtV3YhOpSi c2wk8YB/ dGpH®ysmQ%uUtf 7pJ/ xh W5s+GV4K5HwW
XsPo1MSimOw4z5fjvC DES wzBCsp 7p01u+NWvJyd8hr b/ iL Yg6tG mhha7R
0+KG+UEvVLhArty VOpQOoWYV Bj i4o Otla 9GrGzAgMBAAE="

PAYERKEY = 'rsa-base64:MCg CIlQ@0f8l SVzf HDwdck
ESR/Dh+ONPMrYvdQl U9QdKbKbRQIDAQAB"

Authorizer: PAKEY
Licensees: PAYERKEY
Conditions: app domain == "deli" && currency == "USD"
&& &amount < 1.51 && date < "20001024" -> "true";
Signature: "sig-rsa-shal- base 64:QU6SZt GOR3IXX AWBv RCBguUp

PpFgh8s500pbO0KOYNRXbz Lf VpLvy yz V16f wOuT4 Gkgl ToZAdhZVkF5zu humH
Xi2wmgZqgzFexpoi itv pXRQERKZPPK60Sik Mpzi0 If NkPYLi qSp7mHrdEAChZ
pPnBTI2tUGXQBK/ 17f KVSRPa0="

Thisvery simplecredentiakllows the Payerholdingthe PAYER KEY to make ary of ine purchasem
the“deli” applicationfor upto 1.51each(in USD) until thedateis “20001024”. Presumablythis credential
would have beenissuedo the payeraday or two beforethat.

Theconditionsin the Payercredentiacanbe morecomple, of coursejf therisk managemendtratgy
demandst andif the merchanis ableto storeandreferto stateaboutrecenttransactionsFor example,we
might provide a maximumnumberof transaction®r maximumtotal valuethancanbe purchasedrom ary
oneMerchant,or it might requirethatthe time betweentwo transactionsat the samemerchantoe at least
someintenal.

The payercredentialis storedon the Payers portablecomputingdevice andis transmittedo the Mer-
chantwheneer shewantsto make a purchase.

3.3 Making A Purchase

Whena Payerwantsto buy somethingrom a Merchant,the Merchant rst encodeghe detailsof the pro-
posedransactionnto anoffer whichis transmittedo the Payerscomputer (We assumehatthe partieshave
somemechanisnior negotiatingthe detailsof the offer, suchasenteringkeys on a cashregisteror pushing
buttonson avendingmachine andthatthereis somecommunicatiormechanismsuchasinfrared,between
the Merchants andPayers devices).
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Theoffer is asetof attributesandvaluesthatdescribeshetransactione.g.:

merchant = "LEE'S DELI"
currency = USD

product = "CelRay Soda"
date = 20001023

amount = 0.55

app -domain = "deli"

nonce = eb2c3dfc860dde9a

This offer is from “Lee's deli” andis for a productcalled“CelRay Soda”"thatcosts0.55in USD.

Obsere thatthe nameof the Merchantandthe productdescriptionarejust text strings. These,along
with the price of the product,will bedisplayedonthe Payers device to promptthe userfor apprwal.

If thePayerwishesto proceedshemustissueto the Merchanta KeyNote Microcheckfor thisoffer. The
MicrochecksarealsoencodedsKeyNotecredentialsthatauthorizgpaymentor aspeci c transactionThe
Payercreateghefollowing KeyNote credentiakignedwith herRSA key, andsendst, alongwith herPayer
credentialfrom the PA to the Merchant:

Local-Constant s: PAYERKEY = "rsa-base64:Mcg ... "
Authorizer: PAYERKEY
Licensees: "LEE'S DELI"
Conditions: app domain == "deli" &&
currency == "USD" && amount == "0.55" &&
nonce == "eb2c3dfc860dde 9a" && date == "20001023" -> "true";
Signature: "sig-rsa-shal-b ase64:Qpf .. ."

(Key andsignatureencodings$ave beentruncatedor readability)

This credentialis effectively a checksignedby the Payer (the Authorizer),and payableto Lee's Deli
(theLicensee) Theconditionsunderwhichthis checkis valid arethatthe paymenis for somethingcosting
55 cents purchasean the 23rd of October2000,andfor the particularnoncegivenin the Merchants offer.
The noncemapspaymentgo speci ¢ transactionsandpreventsdouble-depositingf Microchecksby the
Merchant.

To determinewvhetherhe canexpectto be paid (andthereforewhetherto accepthe payment) the Mer-
chantsendghe actiondescription(the attributesandvaluesin the offer) andthe Payers key alongwith his
policy (thatidenti es the PA key), the Payercredential(signedby the PA) andthe Microcheckscredential
(signedby the Payer)to his local KeyNote compliancechecler. If the compliancechecler authorizeghe
transactionthe Merchantis guaranteedhatthe PA will allow payment.In the caseof the policies,creden-
tials, andtransactiordetailsgivenin the examplesthe compliancechecler would appraore the transaction.
The correctlinkage amongthe Merchants policy, the PA key, the Payerkey, andthe transactiordetails
follow from KeyNote's semantics.
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If thetransactions apprwed,the Merchantshouldgive theitem to the Payerandshouldstorea copy of
theMicrocheckalongwith thepayercredentiabndassociatedffer detailsfor latersettlemenandpayment.

If thetransactions not approved becausehe limits in the payercredentialhave beenexceededthen,
dependingn their network connectity, eitherthe Payeror the Merchantcanrequest transaction-speci ¢
credentialthat canbe usedto authorizethe transaction.Obsere thatif this is implementedransparently
and automaticallyit provides a continuumbetweenonline and of ine transactiongunedto the risk and
operationatonditions.

3.4 Clearing and Settlement

Periodically the Merchantwill “deposit'the Microchecks(and associatedransactiordetails)he hascol-
lectedwith the ClearingandSettlementCenter(CSC).The CSCmay or may not berun by the samecom-
pary asthe PA, but it musthave the properauthorizationto transmitbilling and paymentrecordsto the
PA for the PA's customers.The CSCrecevespaymentrecordsfrom the variousMerchantstheserecords
consistof the Offer, andtheKeyNoteMicrocheckandcredentiafrom the payersentin responséo theoffer.

In orderto verify thata Microcheckis good,the CSCgoesthroughthe sameprocedureasthe Merchant
did whenacceptinghe Microcheck. If the KeyNote compliancechecler appraes,the checkis accepted.
Usingherpublickey asanindex the payers accounis debitedfor theamountof thetransactionSimilarly,
the Merchants accounis creditedfor thesameamount.

3.5 Prototype Implementation

We built aprototypeKeyNote Microchecksystenmbasedn sodavendingmachinesandPalm PDA comput-
ers.lt is describedn detailin the Appendix.

4 Discussionand Conclusions

We have demonstrate@ simple and, for someapplications,practicalschemefor of ine micropayments
withoutthe overheadf eithersecurehardwareor onlinetransactiorauthorization Our schemeaepresentsa
departurdrom theusualapproacho designingsuchsystemsin particular we choseto toleratemanageable
lossesratherthanpreventingthem,andwe madeno attemptto provide anorymity.

Risk managementaslong beena centralpartof the nancial world - it is the basicvalue-servicero-
vided by credit card issuers loan underwriters,insurers,the nancial markets, etc. In this respectit is
rathersurprisingthat platformsto supportrisk managementechniquedor avoiding online authorization
have not previously beenappliedto electronicmicropaymensystems.(Indeed,older manualcredit card
processingprotocolsoften includeda “ oor limit” on transactionselov which it a telephoneauthoriza-
tion wasnot required,althoughthe limit wasnot speci c to theindividual cardholde) Instead previous
eletronicsystemsave focusedon preventingfraud andfailure, ratherthanon managingt. Unfortunately
the preventionmechanismganbetoo expensve for micropaymentsmakinga risk managemenrapproach
especiallyattractve.

We have describeda platformthatmalesit possibleto encodeisk managementulesfor of ine micro-
payments.An olbvious future directionfor researchs in the areaof systemgshatgenerateandadaptthese
rulesto actualoperationatonditions.We hopeto stimulatework in this direction.
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Appendix: Prototype Implementation

We built a prototypemicrobilling systemin orderto testthe feasibility of a sucha system,andalsostudy
users'reactions We choseto implementour prototypePayersystemthe“ElectronicCheckWriter (ECW)”
ona3ComPalm-I1Il PDA. A largenumberof peoplein ourlocationalreadyhave Palm PDAs, which malesit
easyto getvolunteerdo testour systemwithout having to buy or carryadditionalhardware. (Many modern
mobile phoneshave infraredports,andwould alsohave beensuitableasan ECW platform).

We developedthe ECW software for the Palm ComputingPlatformusing the ssl port, gnu utilities
underLinux. ThePalm-Ill (aswell asall never models)hasaninfraredinterface,andsufcient processing
powerto computean RSA signaturewith a257-bitmodulusin approximately ve secondswhich malkesfor
anacceptableiserdelay While a 257-bitmoduluscanhardlybe consideredecurejt makesfor acceptable
userdelaywhile still providing properauthentication.

In orderto make this anattractve andrealisticdemonstrationywe usedanactualsodavendingmachine.
We purchasedndmodi ed a genericvendingmachinefrom a mail-orderdistributor. Figure?2 is a sketch
of the machinewith the associatechardware. It candispenseeight kinds of 120z cansof soda. It has
eightselectionbuttonsin thefront, andeight24V motorsto operatehedispensenechanismsTo useit, we
removedanddiscardedheoriginal controller thebill collector andthecoincollector andbroughtthewires
thatsensehe push-luttonsanddrive the dispensingnotorsout to a Z-World PK2275industrialcontroller
(Figure3), whichis programmedn avariantof C calledDynamicC. Thecontrolleris connectedia aserial
portto aLinux PC.

A VacuumFluorescenbDisplay (VFD) is mountedon vendingmachineandis usedto give promptsand
statusinformationto the user(Figure4). It is connectedo the PCusinga serialport.

Also connectedo theLinux PCis a JetEyelrDA adaptorwhich is usedto communicatevith the Palm
unit with thelrDA protocolsuite.

The“Provisioning Agent” in our systemis a BSD Unix workstationwith a palm cradle;usersgettheir
initial credential{andthe ECW software)in personbut receve their ongoingshort-termcredentialsvia
electronicmail.

Beforethe systemcanbe put to work, the Provisioning Agent stationmustsetup keys for itself. This
one-timeoperatioris donewith akey generatiorcommando theKeyNotetoolkit. Speci cally, we generate
anRSA key pairwith amodulussizeof 1024bits. The public andprivatecomponentsrestoredin regular
text les.
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Figure2: Frontof thevendingmachine shawing thedisplay infraredport, andsomeof the pushhuttons.

The provisioning agentmustmale its public key known to all Merchantsand clearingagents.In our
case the provisioning agentalsosenesasthe clearingagent;sendingthe key to the Merchantss simply
doneby copying the public key to thevendingmachines permanenstorage.

Provisioning eachuserPDA consistsof generatinga short-termcerti cate, in the form of a signed
KeyNoteassertionspecifyingthatits publickey cansignelectroniccheckameetingtheconditionsexpressed
in the assertion As animplementatiorshortcut,the provisioning agentalsogenerateshe PDA's RSA key
pair, andusesthe public key in the assertiont generatesThekey pair, alongwith the short-live certi cate,
arethencompiledinto anexecutablecalled“SodaPop” whichis loadedin the PDA.

ThePDA is provisionedby goingto aprovisioningstation,whichis aPCrunningLinux, andhasa copy
of the sourcecodeof the ECW application.A simplecommandine interfaceis usedto invoke a scriptthat
buildsthe new setof keys andthe certi cate, compilestheminto the ECW application anduploadsit to the
PDA which hasbeenplacedon the synchronizatiorcradle.

Our vending machinelooks super cially like a standardvending machine,but the coin mechanism
hasbeenreplacedwith a small displayandinfraredport. Thereare eight buttonsto selectdrinks. Upon
approachingtheuseris promptedo malke a selectionseeFigure4, rst panel).Hiddeninsidethemachine
arethe MerchantLinux PCandcontroller

Whena buttonis pressedn the sodamachine the supervisoprogramrunningon the MerchantLinux
PC,whichis polling the controllerseveral timesa secondfegistersthata button hasbeenpressedlt then
asksthe controllerwhetherthe drink is available or sold out (thereis circuitry in the vendingmachineto
detectthat). If thedrink is sold out, the useris told so;if not, the useris told to aim their PDA atthelrDA
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Figure3: Z-World PK-2275IndustrialController

Figure4: Variouspromptsandstatusmessages.

interfaceof the vendingmachine.The PDA is runningthe “SodaPop”application; gure 5-left shaws the
openingscreen.Communicatiorbetweenhe supervisomprogramandthe PDA is establishedandan offer
is sentto the PDA.

The PDA thenpromptsthe userwith the screershavn in Figure5-right. If the userclicks on“no”, no
purchases made(and,asacourtesyto asubsequentser the PDA sendsa“no” to thevendingmachineso
thatit will notwait until it timesout).

If thepurchases acceptedby theuserthePDA will build aKeyNoteMicrocheckandwill sendit, along
with its credentialto thevendingmachinevia infrared.

Uponreceipt,thevendingmachinewill queryits local KeyNotecompliancechecler with the credential
andMicrocheckst got,alongwith the provisioningagents publickey, usingthe elds from the offer asthe
KeynoteAction Attribute Set.

If everythingis appraved, the PC sendsa commandto the micro-controllerto turn the corresponding
dispensingnotoron, and,in this example,anice cold canof PocariSweatwill be dispensed.
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Figure5: SodaPopPDA Applicationscreens
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