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Abstract

The Escrowved Encryption Standard (EES) de nes
a US Governmert family of cryptographic processors,
popularly known as\Clipp er" chips, intended to pro-
tect unclassi ed governmert and private-sector com-
munications and data. A basicfeature of key setup be-
tweenpairs of EES processorsnvolvesthe exchangeof
a\Law Enforcemert AccessField" (LEAF) that con-
tains an encrypted copy of the current sessiorkey. The
LEAF is intended to facilitate governmert accessto
the cleartext of data encrypted under the system. Sev-
eral aspects of the designof the EES, which emplays a
classi ed cipher algorithm and tamper-resistart hard-
ware, attempt to make it infeasibleto deploy the sys-
tem without transmitting the LEAF. We ewaluated
the publicly releasedaspects of the EES protocols as
well as a prototype version of a PCMCIA-based EES
device. This paper outlines various techniques that
enablecryptographic communication amongEES pro-
cessorswithout transmission of the valid LEAF. We
identify two classesof techniques. The simplest al-
low communication only betweenpairs of \rogue" par-
ties. The second,more complex methods permit rogue
applications to take unilateral action to interoperate
with legal EES users. We conclude with techniques
that could make the elded EES architecture more
robust against thesefailures.

1 Intro duction and Background

In April 1993, the Clinton Administration an-
nounceda proposednew federal standard symmetric-
key encryption system for the protection of sensitive-
but-unclassi ed governmert and civilian data [Mar93].

°c 1994. This is a pre-print of a paper to appear at the 2nd
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The proposal, called the Escroved Encryption Stan-
dard (EES) [NIST94], includes seral unusual fea-
tures that have beenthe subject of considerablede-
bate and cortroversy. The EES cipher algorithm,
called \Skip jack", is itself classi ed, and implemen-
tations of the cipher are available to the private sec-
tor only within tamper-resistart modules supplied by
governmert-approved vendors. Software implementa-
tions of the cipher will not be possible. Although Skip-
jack, which was designedby the US National Security
Agency (NSA), wasreviewed by a small panel of civil-
ian experts who were granted accesgo the algorithm,
the cipher cannot be subjected to the degreeof civilian
scrutiny ordinarily givento new encryption systems.

By far the most controversial aspect of the EES
system, however, is key esciow. As part of the crypto-
syndhronization process EES devicesgenerateand ex-
change a \Law Enforcemert AccessField" (LEAF).
This "eld contains a copy of the current sessionkey
and is intended to enablea governmert eavesdropper
to recover the cleartext. The LEAF copy of the ses-
sion key is encrypted with a device-uniquekey called
the \unit key", assignedat the time the EES deviceis
manufactured. Copiesof the unit keysfor all EES de-
vicesare to be held in \escrow" jointly by two federal
agenciesthat will be charged with releasingthe keys
to law enforcemen under certain conditions.

At presen, two EES devicesare being produced.
The simplest, the Clipper chip (also known as the
MYK-78), is essetially a drop-in replacemen for a
convertional DES [NBS77] chip and relieson key nego-
tiation being handled o®the chip. The other EES de-
vice, the Capstone chip (MYK-80), adds built-in sup-
port for public-key negotiation and digital signatures,
with modular arithmetic functions, random number
generation, and other such features.

The interface to the Skipjack cipher is similar to
that of DES, basedon a 64 bit codebook block cipher
and supporting FIPS-81 [NBS8( standard modes of
operation. Keys are 80 bits in length, as opposedto
DES's 56 bits.

The initial application of EES is in stand-alone
voice encryption telephone units, sud as the AT&T



Model 3600 TelephoneSecurity Device. To facilitate
computer applications such as electronic mail and Te
encryption, a version of the Capstone chip will also
be available padkagedin a standard PCMCIA card.
EES PCMCIA cards can be installed easily in many
commercially available laptop computers, and SCSI-
basedPCMCIA card readerscan connect EES cards
to most other computers. The governmert has spec-
i ed a standard application interface library for com-
municating with the cards.

Clipper and Capstone chips are, at presen, avail-
able only for usein approved products that comply
with LEAF handling requirements. EES PCMCIA
cards, on the other hand, are themselwesa stand-alone
product, and are to be made generally available \o®
the shelf' in the United States.

The governmert has stated that the goal of the
EES is to make a strong cipher available for legitimate
usewithout supplying criminals and other adversaries
with a tool that can be used against American in-
terests or to hide illegal activities from law enforce-
mert. Thus the systemis intended to be ditcult to
deploy without alsosendinga valid LEAF and thereby
exposing the tratc to the possibility of governmert
monitoring. In this paper, however, we show that it
is possibleto construct applications that can enjoy
use of the Skipjack cipher but that do not admit law
enforcemen accessthrough the LEAF. For the pur-
posesof this paper, we considertwo classesf \rogue”
EES applications: those that can communicate only
with other rogue systemsand those that can success-
fully interoperate with EES \legal" systemsas well.
The latter category especially threatens the goals of
the EES program, sincesud rogue applications would
be operationally equivalert to their legal counterparts
without being subject to governmert access.

1.1 LEAF Structure and Proto cols

The LEAF is a 128bit structure containing enough
information for law enforcemen recovery of the ses-
sionkey with the cooperation of the two agencieshold-
ing the unit key database. The structure contains a
32 bit unique unit identi er (the serial number of the
chip that generatedthe LEAF), the current 80 bit ses-
sion key (encrypted with the device'sunit key) and a
16 bit LEAF chedksum. The ertire structure is en-
crypted with a "xed \family key" to producethe nal
LEAF message.All cryptographic operations employ
symmetric (secret) key techniques. The family key is
shared by all interoperable EES devices. The family
key, the encryption modes used to encrypt the unit
key and the LEAF message,and the details of the
cheksum are all secret. Externally, the LEAF is an
opaque 128 bit padkage. SeeFigure 1.

To decrypt EES tratc, a law enforcemen agency
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Figure 1. LEAF Structure

“rst must intercept the LEAF and the tratc itself
using corvertional data wiretapping technology. The
LEAF is decrypted with the family key, revealing the
chip serial number, the unit key-encrypted sessiorkey
and the LEAF chedksum. The chip serial number is
provided, with appropriate authorization, to the two
escrav agencieswhich ead return half of the unit key
for the givenserialnumber. The two half-unit keyscan
be combined (by bitwise exclusive-or) to produce the
unit key, which the law enforcemen agencycan then
useto decrypt the sessionkey. This sessionkey can
then be usedto decrypt the actual tratc.

The wiretapping systemthusrelieson the availabil-
ity of the LEAF along with the encrypted tratc. To
forceapplications to sendthe LEAF on the samechan-
nel as the tratc, EES deviceswill not decrypt data
until they have received a valid LEAF for the current
sessiorkey. Presumably, EES devicesperform various
integrity cheds on received LEAFs prior to accepting
them.

To provide a corveniert application interface for
LEAF managemem, EES devicesgenerate and load
LEAFs along with the FIPS-81 initialization vectors
(IVs). The devicesprovide \generate IV" and \load
IV" functions that operate on 192bit “elds containing
an unencrypted 64 bit IV concatenatedwith the 128
bit encrypted LEAF. The load IV operation fails if the
asseiated LEAF doesnot passan integrity ched.



1.2 Exp erimen tal Observ ations

Most details of the LEAF creation method, encryp-
tion modes, and data structures, beyond those men-
tioned above, are classi ed and are therefore unknown
to us. In particular, the EES standard doesnot specify
the exact mecanismthat enforcesthe transmission of
the correct LEAF. However, we were able to perform
a number of simple experiments on our prototype de-
vicesto con rm and expand our knowledge of LEAF
internals. All experiments were performed at the pro-
tocol level through the standard interface and did not
involve cryptanalysis or direct hardware \rev erseen-
gineering." We summarize our obsenations below.

2 LEAF integrity is veri ed ertirely via redundancy
in the chedksum "eld. In general, attempts to
load an incorrect LEAF fail. This must be due
entirely to the chedksum "eld and not through di-
rect veri cation of the unit ID or encrypted ses-
sion key; the receiving chip cannot con rm the
correctnessof the unit ID or encrypted session
key “elds sinceit doesnot know the unit ID or
unit key of the sender. Therefore, the LEAF must
be testable by the receiver basedonly on known
information (such asthe cleartext sessiorkey and
IV) included in the chedksum computation.

2 LEAF chedksum computation includes(implicitly
or explicitly) the current IV. The LEAF changes
whenewer anewlV is generatedfor a given session
key. Sincethe IV is not included directly asone of
the LEAF “elds, it must in°uence the chedksum.
Furthermore, the receiving device refusesto load
the wrong IV for a given LEAF.

2 LEAF chedksum computation includes the clear-
text of the current sessionkey. Attempts to load
a LEAF (and corresponding IV) from a previous
sessiorkey fail. It is therefore not possibleto \re-
use" a LEAF generatedfrom an old sessionkey,
even though the LEAF itself appears internally
consisten.

2 LEAF chedksum computation includes other
parts of the LEAF. Attempts to load LEAFs with
asinglebit inverted anywherein the 128bit struc-
ture fail.

2 LEAF encryption di®usesits input throughout
the entire 128bit structure. The LEAF structure
or encryption mode is not exactly as speci ed in
releaseddocumerts. Generating a new IV for a
given sessionkey causeschangesacrossthe ertire
LEAF. Recall that the EES codebook sizeis 64
bits, and so encryption of the LEAF involves at
least two block encryptions. Sincethe IV a®ects

only the chedksum, and the chedksum appearsat
the end of the LEAF in public documerts, we can
concludethat at least one of the following is true:

{ The LEAF is encrypted with a non-standard
mode in which cleartext in \late" blocks af-
fects the early ciphertext.

{ The LEAF is encrypted with a standard
forward-chaining or stream mode but the
chedsum appearsin the rst cipherblock of
the LEAF.

{ The LEAF is encrypted with a standard
forward-chaining or stream mode but the
current sessionlV is itself usedto initialize
it.

2 The LEAF chedksumiis, in fact, 16 bits. A brute-
force seard of the LEAF spacefor a valid LEAF
requires about 21¢ operations. Seethe discussion
of interoperable rogue applications below.

2 Non-in terop erable Rogue Applica-
tions

First, we consider the problem of constructing a
set of applications that use Skipjack to communicate
amongthemseheswithout key escrav. We are free to
use any method permitted by the EES processorin-
terface without regard for standard usage. Since such
applications may be restricted to communicating with
other rogue systems,their generalutilit y is somewhat
limited, although they still violate the intent of the
EES.

Sewral approades can easily circumvent the law
enforcemen accessmedanism, with a range of prac-
ticality and tradeo®s.

2.1 LEAF Obscuring

The simplest approac is to take stepsto ensure
that the eavesdropper cannot recover the LEAF or
the encrypted tratc. One option is pre- or post- en-
cryption of the traxc with another cipher. It is not
clear, howewer, what the attacker gains from doing
this, sinceif the secondcipher is believed strong there
is no needto useSkipjack in the “rst place,and if it is
believed weak it doesnot protect the tratc from the
governmert anyway.

A re nement on this approach encrypts only the
LEAF. A LEAF encryption scheme could be inte-
grated into a key excange protocol that produces
\extra" shared secret bits (such as Dite-Hellman
[DH76]). Sinceonly 80 bits are required for the Skip-
jack sessionkey, 128 of the other bits could be used



as a Vernam cipher against the LEAF. Note that
this scheme is not directly implementable with the
EES PCMCIA card key exchangeprotocol, which does
not permit external accesso the negotiated key bits.
However, an additional key exchange could be per-
formed in software on the host processors.

Another option is to negotiate keys (and LEAFS)
out-of-band or in advance. While it is not clear that
there is any way EES could prevent such an attack,
neither is such a scheme very useful in practical ap-
plications. Users would never be able to communi-
cate securely without pre-negotiation or the use of a
trusted channel. If a trusted channel existed, it could
bejust aseasilyusedfor the tratc itself. For someap-
plications, however, such as bulk Te encryption, pre-
negotiated keys may be practical.

2.2 LEAF Feedback

Another possibleapproad is to avoid sendingthe
LEAF altogether. Depending on the cryptographic
mode this can be surprisingly simple. Recall that
LEAFs are generatedand loaded along with the IV.
While applications cannot easily force the chip to use
an externally-chosen IV, they can easily generate a
new one. Upon negotiation of a sessionkey, the re-
ceiving side of a rogue application cansimply generate
a new IV/ILEAF and feedit badk to itself, the sender
never having sert the IV/LEAF at all. This still leaves
the problem of IV syndironization. BecauselVs can-
not be loaded without a LEAF and LEAF chedksums
appearto beboundto the IV, senderand receiver have
no way to communicate a directly loadablelV without
also communicating the corresponding LEAF. Most
cryptographic modes require the senderand receiver
to synchronize on the IV. This is not an insurmount-
able problem, howewer. It is possibleto composeez-
cient implementations of eadh FIPS-81 cryptographic
mode in terms of other modeswithout explicitly load-
ing the sender'slV at the decrypting side. Let us con-
sider \LEAF feedba&" sdemesfor eady commonly
used cipher mode.

2.2.1 Electronic Code Book (ECB)

In ECB mode, thereisno IV (or, more properly, the IV
doesnot a®ectthe cipher in any way). The primitiv e
block cipher is useddirectly, without chaining or feed-
bad from other blocks. LEAF feedbadk is therefore
simple{ ead sidegeneratesan IV/LEAF immediately
after the key is negotiated and loaded, and useseECB
mode for communication. The fact that senderand
receiver generateddi®erert 1Vs doesnot matter.

ECB mode is itself vulnerable to a number of well-
known attacks and is not consideredsuitable for gen-
eral use.

2.2.2 Cipher Blo ck Chaining (CBC)

In CBC mode encryption, the cleartext of eat block
is rst exclusive-ORd (XOR) with the ciphertext of
the previous block and then encrypted with the block
cipher function. The rst block is XORd against
the IV. Decryption reversesthe process,applying the
XOR function after the ciphertext hasbeendecrypted
with the block cipher function. CBC mode is \self-
syndironizing" in that decryption can recover from
missing or damagedciphertext blocks. Since success-
ful decryption of a block depends only on receiving
the previous block's ciphertext, lossof the IV only af-
fects the rst block. LEAF feedbak with a new IV,
therefore, corrupts the rst block but this can be eas-
ily compensatedfor by pre xing one\dummy" block
to the messageto be discardedby the receiwer.

2.2.3 Cipher Feed Back (CFB)

CFB mode usesthe result of successie encryption
through a shift register (initialized with the 1V) as
a keystream generator. The block encrypt fuction is
usedto generatethe stream, which is XOR mixed with
the datastream for both encryption and decryption.
The shift register input is \fed" with the ciphertext
stream from previous blocks. The stream dependsen-
tirely onthe key and the previousblocks of ciphertext.
CFB can be implemented basedon ECB mode with
an external shift register and IV. This requires one
call to the EES device for ead cipherblock. Exper-
iments with this method with a prototype EES card
suggestthat this method carries a signi cant band-
width penalty, howewer, since eath ECB call to the
card takesabout 38msand a separatecall is required
for eadh 8-64 bit block of the stream.

A more etcient implementation takes advantage
of CFB's limited error propagation. CFB mode, like
CBC mode, is self-syndironizing, with complete re-
covery from missing or damaged ciphertext once the
shift register has exhausted. CFB can therefore re-
cover from an incorrect IV. The sendercan pre x a
\dumm y" block to the ciphertext input streamand the
receiver can feedbadk a freshly generated,random IV
and employ a bulk CFB block decrypt directly (just
aswith CBC mode).

2.2.4 Output Feed Back (OFB)

OFB mode also usesthe result of successie encryp-
tion through a shift register (initialized with the V)

as a keystreamgenerator. The block encryption func-
tion is usedto generateboth the encrypt and decrypt
streams. Subsequeh stream valuesare not a®ectedby
the data. Note that the ertire stream dependson the
key and IV and therefore requires that both sender
and receiver be able to load the samelV to generate



the same streams. LEAF feedba& cannot therefore
use OFB mode directly, since the stream will never
recover from an incorrect 1IV. However, OFB mode
can be simulated using the ECB block encrypt func-
tion and an externally implemented shift register and
stream XOR mixer. The IV must still be sert to the
receiver (without the LEAF, of course) to initialize
the external shift register. This method carries a high
performance penalty, just as with the manual imple-
mentation of CFB mode described above.

A more excient method existsto generatean OFB
stream, howewer, using Cipher FeedBack (CFB) mode
to simulate the stream generatorfor large blocks. The
sendergeneratesan IV/LEAF and encrypts with OFB
mode directly in the standard manner and sendsonly
the IV to the receiver. Two passesare required on the
receive side. First, the receiver generatesa new IV
and LEAF and encrypts a singleblock of all zeroswith
CFB mode. Now the receiver canrecreatethe sender’s
OFB keystreammask for n blocks by CFB encrypting
n blocks of zeros pre xed with the block created in
the previous step XORd with the real IV. The sub-
sequen blocks, after CFB encryption, can be XORd
with the ciphertext (shifted by one block) to recover
the cleartext. Note that while the XOR mixing must
be performed separately on the host processor,only
two calls to the EES deviceare required to decrypt an
arbitrary length ciphertext (up to the maximum block
decrypt size supported by the devices).

3 Interop erable Rogue Applications

A more interesting (and useful) classof rogue appli-
cations includes those that can interoperate with \le-
gal" peers(those that make no e®ortto circumvent the
escrav system), still without allowing law enforcemeth
access. Sud applications have much greater utilit y
(and are a much greater threat to the escrav system)
than non-interoperable rogues, becausethey have all
the bene ts of interoperability with other EES devices
without the risk of exposureto wiretapping.

In the previous section, we discussedechniquesfor
rogue applications to communicate with one another
without sendingthe LEAF. Suc applications could
be modi"ed to adapt their behavior to sendthe LEAF
only when communicating with a legal peer. A sim-
ple way to construct such an application is to \test
the water" by sendingthe peerdevice a bogusLEAF
and then, if the exchangefails (becausethe peeris op-
erating legally), sending a valid LEAF. Sud a \t wo
phase" protocol is not completely satisfactory, how-
ever, becausat still renderstratc vulnerableto LEAF
monitoring when communicating with legal applica-
tions. Furthermore, suc a protocol cannot work with

non-interactive applications suc as electronic mail,
“le encryption, fax, etc.

A more general approach is to construct a LEAF
“eld that will be acceptedasvalid by the receiver but
that does not actually contain the encrypted session
key.

3.1 Brute-F orce LEAF Search

Recallthat the LEAF structure cortains three com-
ponerts: the unit serialnumber of the transmitter, the
unit key-encryptedsessiorkey, and a 16 bit chedksum,
all encrypted asa block under the family key. Because
the receiving chip knows only the sessionkey, the IV,
and the family key, but not the other chip's unit key
or serial number, LEAF veri cation must be ertirely
on the basis of the 16 bit chedksum. The chedksum,
which is presumably basedonly on the sessiorkey, IV
and other LEAF data, cannot be extracted from or
inserted into a LEAF without knowledge of the fam-
ily key (and the encryption mode). It is therefore not
possiblefor a rogue application to extract the chedk-
sum from a valid LEAF and re-insert into an invalid
LEAF, or to damageonly the encrypted sessionkey
in an otherwise-\alid LEAF.

A rogue sendercould simply usea di®erent session
key when generatingthe LEAF; this LEAF would ap-
pear internally consistent with a valid chedksum but
would contain the wrong sessionkey. \Old" LEAFs
are detected and rejected by the receiving chip, how-
ever, apparertly by using the cleartext of the session
key (rather than the unit-k ey encrypted sessionkey)
in the computation of the LEAF chedsum.

Since the chedksum is only 16 bits in length, how-
ever, another attack is possible! For any sessionkey
and IV, 2'*2 of the 2'28 possibleLEAF structures will
appear to have a valid chedksum. Becausethe pro-
cessof decrypting a randomly generatedLEAF with
the family key will tend to randomize the decrypted
bits in the chedksum "eld, any randomly generated
128 bit string will have a 1=2'® chance of appearing
valid for the current sessionkey and IV. Note that
the sending chip, like the receiving chip, has a built-
in LEAF-testing facility. Once a sessionkey has been
negotiated, an attacker can usethe local EES device
to nd a valid-looking-but-invalid LEAF with an ex-
pectedaverageof 2%° trials. This attack appearsto be
feasiblein practice.

Sud arandomly generatedLEAF structure will be
acceptedasvalid by the receiving chip and will enable
EES communication. The tratzc will not be subject
to LEAF-based wiretap access,however. When the

1The Tst observation that LEAF checksums may be vulner-
able to brute-force spoo ng appears have been independently
made by Ken Shirri® in a posting to the \sci.crypt" Usenet
group on January 27, 1994.



wiretapper decrypts the rogue LEAF with the family
key, the chedsum "eld will appear valid but the unit
identi er and encrypted sessionkey “elds will contain
only random bit strings.

3.2 Exp erimen tal Results

We measuredthe time to test randomly selected
LEAFs on an EES PCMCIA card. All experiments
were conductedwith a Mykotronx prototype EES card
connectedthrough a Spyrus SCSIPCMCIA readerto
a Sun Sparc-10host running Sun0S4.1.3. We made
no e®ortto optimize the communication with the card
or library, using the standard prototype PCMCIA li-
brary and device drivers as delivered. Recall that
the EES PCMCIA interface is fairly loosely-coupled
to the host processorand supports a more restricted
set of cryptographic operations than the basic Clip-
per/Capstone chips themseles. Therefore, LEAF-
testing operations onthe PCMCIA card are inherertly
slower than the same operations on a more tightly-
coupled EES device or on a special-purposehost with
a built-in EES processor.lt is also possiblethat com-
munication with the card can be made faster with
the more tightly-coupled PCMCIA interfaces found
on most laptop computers. The communication time
with the card interface dominates the cost of most
operations in the ervironment we examined; host pro-
cessorspeedwas not a signi cant determining factor.
We assumeour results to be approximately represen-
tativ e of typical implementations in a worst-caseen-
vironment.

Our test application required about 38msto gen-
erate (with a pseudorandomgenerator) a LEAF-size
bit string, sendit through the PCMCIA library to the
EES card and ched the result. Since,on average,?2'6
random LEAFs must be generatedand tested before
one with a valid chedksum is found, a rogue PCM-
CIA application can seard for a valid-looking LEAF
in 381 2% ms, or 2,490,368 ms, which is about 42
minutes.

42 minutes obviously adds too much latency to
channel setup time to be useful in real-time applica-
tions such as securetelephone calls. For lessinterac-
tive applications, particularly secureelectronic mail,
fax and Te storage systems,such a delay may be ac-
ceptable. Furthermore, the attack has almost linear
speedup with parallel processing. With 60 PCMCIA
cards, a valid-looking LEAF could be expectedin un-
der 45 seconds.Also, it may be reasonableto expect
seweral orders of magnitude reduction in seard time
with more direct use of a Capstone or Clipper chip.
Sincethose devicesare not expectedto be made avail-
able for unrestricted use outside embedded products
(as the PCMCIA cards are), however, it is likely that
practical implementations of this attack will belimited

to applications that usethe PCMCIA interface.

We implemented this attack for a simple encrypted
“le storage application that we built as a testbed.
Other than the 30-50 minutes of latency added by
the LEAF seart at encryption time (which is per-
formed \o2ine" from the user interface), the rogue
versionis functionally identical to the versionthat fol-
lows the approved interface. In a storage application
the LEAF-search delay is almost completely transpar-
ent, since most user operation can proceed normally
prior to its completion. In store-and-forward messag-
ing applications, suc as electronic mail, however, the
LEAF seart delays messagedelivery. Whether this
is acceptable depends on the application; additional
computing resources,in the form of EES PCMCIA
cards (perhaps borrowed from nearhy idle worksta-
tions) can reduce the delay. It may also be possible
for messagingapplications to precompute sessiorkeys
and bogus LEAFs prior to their use,especially if the
number of possible recipierts is small. We did not
implement any of these conveniences however.

In interactiv e applications suc assecuretelephony,
the seard time required for LEAF forgery during call
setup may render the technique impractical. Other
than parallel processingwith additional EES devices,
there do not appearto be viable shortcuts for reducing
this seard time. If call setup usesa negotiated key
exchange, the originator cannot generally predict the
sessionkey and therefore cannot conduct the LEAF
seard in advance. Neither do there appear to be
shortcuts to testing an average of 2 LEAF values.
The formulation of the problem, in which the attacker
needonly discover somesessiorkey and corresponding
LEAF, seemsat rst blush fp admit a so-called\birth-
day attack" requiring only = 216 = 28 trials. However,
becausethe LEAF chedsum is cryptographically pro-
tected by the family key, there appearsto be no obvi-
ous way to perform the constari-time lookup on the
chedksum required for ead probe in such an attack.

Becauseno widely-deployed \otcial* EES PCM-
CIA applications existed at the time of this writing,
there were no third-part y supplied systemsavailable
against which we could exploit LEAF forgery tech-
niqgues. We have ewvery reasonto believe, howewer,
that building interoperable rogue versionsof any non-
interactive PCMCIA application that implemens an
open protocol would be a straightforward matter.

4 Discussion

The EES failure modesdescribed in this paper do
not have the same semartic implications as protocol
failuresin the classicsense.None of the methods given
here permit an attacker to discover the contents of en-
crypted traxc or compromisethe integrity of signed



messagesNothing herea®ectsthe strength of the sys-
tem from the point of view of the communicating par-
ties; indeed, in some sensethese techniques increase
the security of EES-basedprotocolsby eliminating the
LEAF asa sourceof attack.

Instead, these methods attack an unusual aspect
of EES requiremerts { the attempt to enforceaccess
for a third party who is not an active participant in
any part of EES-basedcommunication. Oncethe sys-
tem has beendeployed, there is little further that the
third party (the wiretapper) can do to protect its in-
terests. In e®ect,the wiretapper actively participates
in the protocol only by providing the narrow interface
to the tamper-resistart EES module that requiresthat
a LEAF beloaded prior to executinga decrypt opera-
tion. Our attacks thwart the wiretapper by using that
interface in unexpected ways.

In considering countermeasuresto these attacks, it
is useful to divide the properties of the EES system
into three somewhatoverlapping categories:

2 Fundamertal. This category includes the prop-
erties of any key escrav system in a particular
application domain (e.g., widely available compo-
nents, FIPS-81 compatibilit y, identi able LEAFs,
etc.). These properties cannot be changed with-
out a®ectingthe applicability of the system.

2 Architectural. The basic properties of the system
decidedupon early in the designprocess(e.g., the
sizeof the LEAF eld, the crypto-synchronization
protocol, etc.). Changing the architecture re-
guires re-engineeringof a signi cant fraction of
system componerts.

2 Implementation. The characteristics of the ac-
tual EES devices and software. These can be
changed by replacing or modifying the compo-
nens in question.

In this paper we have focused primarily on weak-
nesseghat are either fundamertal or that arise from
the EES architecture. In particular, we did not at-
tempt to discover or exploit \bugs" in the prototype
EES devices.

It is not clear that it is possibleto construct an
EES systemthat is both completely invulnerable to all
kinds of exploitation as well as generally useful. Let
us consider modi cations to the EES interface that
frustrate the various attacks.

Non-interoperable applications are particularly
hard to prevent, sincethey are free to usethe EES in-
terface in any way they choose. LEAF feedbadk tech-
niquescan be discouragedby having devicesrecognize
(and refuseto accept) locally-generatedLEAFs. This
would make the EES systemditcult to deploy in legit-
imate securestorage applications, however, and such

restrictions could be circumvented easily by using two
deviceson the receivingside, onefor LEAF generation
and one for decryption.

The interoperable LEAF-search method can be
made less attractiv e by increasing the time required
to chedk a LEAF. The ability to do this is limited by
the fact that any reduction in LEAF-cheding perfor-
mancealso degradesthe performanceof legal applica-
tions. EES PCMCIA cards, on which LEAFs can be
feasibly searted for, already require approximately
38 msto load an IV and LEAF. Slowing this to, say,
two secondswould noticeably increasethe setup time
for legitimate interactive tratc but only addsa factor
of 50 to the time required by the o%ne rogue LEAF
searder (who could compensatewith asmuch parallel
processingas desired).

Alternativ ely, EES devicescould limit the number
of incorrect LEAFs they will accept (perhaps self-
destructing after some threshold has been reaced),
or could impose a longer delay before returning the
result of an attempt to load an invalid LEAF. These
approachesare dizcult to engineerreliably, however,
and greatly increasethe vulnerability of the system
to denial-of-serviceattacks by an adversary who can
inject noiseinto a receiwver's datastream.

A more robust solution increasesthe size of the
LEAF chedksum to 32 or 64 bits, making exhaustive
seart infeasible. Sincethere is no\extra room" in the
existing 128bit LEAF padage,any increasein ched-
sum sizewould necessitateeither increasingthe LEAF
sizeor reducing the size of the other LEAF “elds. In-
creasing the size of the LEAF padage to, say, 192
bits would provide room for an additional 64 bits of
chedksum redundancy but would would likely require
signi cant re-engineeringof many existing EES com-
poners, from the processorsthemseles to the pro-
tocols and applications that use them. Within the
constraints of the 128 bit padkage, chedksum size can
increaseonly at the expenseof either the unit ID or
encrypted sessionkey elds. The 32 bit unit ID "eld
appearsto be at the minimum possiblesize given the
intended scope of the EES program (a previous ver-
sion of the LEAF with a 25bit unit ID wasconsidered
inadequate[NIST94a]). It may be possibleto usebits
from the encrypted sessionkey eld to increasethe
cheksum size, at some expensein law enforcemen
wiretap accessperformance. If only 64 bits of the en-
crypted sessionkey were included in the LEAF, the
wiretapper could exhaustively seard for the remain-
ing 16 bits at decrypt time. Suc a seard, with prop-
erly optimized hardware, would likely add at most a
few secondsto the decrypt time and would enable 32
bit LEAF chedksums within the existing LEAF size
constraints.

Finally, a more drastic approac, which thwarts



non- interoperableaswell asinteroperablerogues,is to
sharply restrict the availabilit y of EES devicesto those
usersand applications that are trusted not to abuse
them. PCMCIA cards, being inherertly portable,
would needto be handled with particular careto avoid
their useby unauthorized individuals. Of course,it is
not at all clear that sudc restrictions could be made
e®ectie or consistert with the goalsof the EES pro-
gram, which aimsto make the systemwidely available
to the public.

5 Conclusions

The EES attempts to balance the seemingly con-
°icting goalsof making widely available a strong cryp-
tographic system while also ensuring governmert ac-
cessto encrypted tratc. Rogue applications defeat
EES by making use of the cipher without the govern-
mernt \back door." Whether roguesthreaten the vi-
ability of the EES program dependson whether they
can be easily deployed for a signi cant fraction of the
tratc in their target application areas.

We have identi ed two classesof rogues. The most
general,thosethat cantake unilateral action to inter-
operate with legal EES systems, are potentially the
most damaging to the EES program. These applica-
tions are functionally similar to their non-roguecoun-
terparts and have all the advantages of generalinter-
operability without the risk of wiretapping. The tech-
niques used to implement them do carry enough of
a performance penalty, however, to limit their useful-
nessin real-time voicetelephony, which is perhapsthe
governmert's richest source of wiretap-based intelli-
gence. The secondclass,those that can interoperate
only with other rogue devices explicitly designedto
thwart the LEAF, are also the easiestto implement
and the hardest to prevent. Devicesin this classare
not as great a threat to the EES program asthose in
the former classbecausethey do not conform to ox-
cial interoperability standards. Howevwer, if the pop-
ulation of legal devicesis substartially smaller than
that of rogue devicesin a particular market, lack of
legal interoperability may not be a signi cant disad-
vantage.

It is worth noting that, with EES PCMCIA cards,
a rogue system can be constructed with little more
than a software modi cation to a legal system. Fur-
thermore, while some expertise may be required to
construct a rogue version of an existing system, it is
likely that little or no special skill would be required
to install and operate the modi ed software. In par-
ticular, one can imagine \patc hes" to defeat key es-
crow in EES-basedsystemsbeing distributed over net-
works suc asthe Internet in much the sameway that
other software is distributed today. Experiencewith

\pirate" cable TV descranblers, cellular telephone
accesscodes, and copy-protected PC software sug-
geststhat rogue modi cations to circumvert cortrols
on widely-deployed systemstend to emerge quickly
even when moderate safeguardsagainst such modi-
“cations are presert. EES PCMCIA-based systems
appearto be particularly vulnerable to such abusebe-
causethe interface to the system is cortrolled com-
pletely in software on the user's host computer. The
barriers to constructing a rogue software system are
much smaller than those to modifying and deploying
hardware-basedrogue products, and the developmert
and proliferation of software modi cations is very dif-
“cult to regulate in the presenceof open standards
and communications networks.
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7 Postscript

Someof the results in this paper are basedon ex-
periments conducted with pre-releaseprototype EES
PCMCIA cardsand software obtained from NSA. The
production version of the EES PCMCIA system will
likely exhibit di®eren performancecharacteristics and
have a di®erert interface from the version we exam-
ined. The readeris cautioned to view any experimen-
tal results preserted here as a \pro of of concept" and
not as represenativ e of the exact performance of the



“nal system. We understand that NSA intends to in-
corporate featuresto discouragetheseattacks into fu-
ture versionsof EES devices.
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