CSE380 - Operating Systems

Notes for Lecture 8 - 10/2/07

© Matt Blaze
(some examples by Insup Lee)



About that midterm...

What will the exam cover?
— readings and class discussions through 10/4/07

How should | study for it?

— emphasis on applying, measuring and evaluating
e concepts, algorithms, principles, models
* should also be fluent with basic definitions, etc.

— class slides are useful primarily as subject outline

What will the format be?

— 1.5 hours, short answer and essay, closed book

— code can be in C or any reasonable pseudo-code
« any example code will be given in “pseudo-C”

Previous exam on web site.



Deadlocks and
Resource Allocation

* The deadlock-vulnerable environment

— finite resources, each of which can be assigned to a limited
number of processes/threads (usually at most one)

— processes can request multiple resources
« several at once or one at a time
« allowed to accumulate more while holding
» block until requested resource is available

— processes can release resources when finished with them

« A deadlock is a situation where there is a set of
blocked processes waiting for resources such that
there is no way to satisfy any of their requests

— even if all the unblocked processes release theirs

 We've already encountered deadlocks
— dining philosophers, etc



Our (not-so-great) deadlock
toolkit so far

Approach 1: Ignore problem

Approach 2: Prevention

— 2a: Exhaustive Search of Possible States
— 2b: Ad Hoc Genius

Approach 3: Detection
— 3a: Ad Hoc Genius

We'll be focusing on Prevention, Detection
— making our toolkit more systematic

Also a new idea: Deadlock Avoidance



Approach 1: Ignore Problem

« Deadlocks aren’t always so bad
— sometimes we can just live with the possibility
— when things seem to stop, just start over
— fine for many applications

« But unfortunately, sometimes they are bad
— inside the OS, databases, transaction systems

« Usual name: "Ostrich Algorithm”

— or maybe
« Ravenous Bugblatter Beast of Traal algorithm



Approach 2:

Deadlock Prevention
e 2a:. Ad hoc approach

— uses ingenious insight to notice potential
deadlocks

— works well only for very smart people
— example: dining philosophers
« 2b: Exhaustive search approach

— go through every possible state, look for
deadlocks

— exponential, gets too much to deal with quickly
« We’'d prefer something more systematic



Approach 3:
Deadlock Detection & Recovery

* Ad hoc approach

— notice that a deadlock has occurred, then
wildly panic

« start killing off processes until things start to
move again

— have to be careful that killed off processes
can be rolled back / restarted safely

— may have to reboot OS
« We'd prefer something more systematic



Approach 2, redux:
Deadlock Prevention

(a more systematic approach)



The four preconditions
for deadlock

Mutual Exclusion

— resources being held by one process can't
simultaneously be used by another

No resource preemption
— holders keep resources until relinquished

Hold and wait

— resource holders can “accumulate” (request
additional resources and block waiting for them)

Circular waiting
— circular chain of two (or more) processes/threads
— each waiting for resource held by next in chain



The entire secret to
deadlock prevention

» Just eliminate any one of the four
preconditions

— doesn’t matter which one
— deadlock can’t happen
— problem solved

 That's all there is to it!
— so0 how might we do this?



Removing Preconditions:
Mutual Exclusion

« Mutual Exclusion: Resources held by one
process can’'t simultaneously be used by
another

* This is hard to avoid -- usually you either
need mutual exclusion or you don't

« Sometimes mutex can be avoided by making
resource use effectively “atomic”

— use resource in a burst of exclusive access
— spooling



Removing Preconditions:
No Resource Preemption

 No Resource Preemption: Resource holders
keep their resources until they relinquish
them

« Maybe can eliminate with some kind of policy

— e.g., if high priority process wants a resource, it
gets it and the resource is taken away from lower
priority

* But no good way to implement this in practice

— complex recovery when resource is taken away



Removing Preconditions:
Hold and Walit

* Hold and Wait: Resources can be
accumulated (requested and blocked for
while holding others)

* Maybe can eliminate by requiring complete
set of resources to be requested together

— must release all to request new set

* |nefficient

— and what about resources whose identity can’t be
determined in advance (e.g., file names)?



Eliminating Hold-and-Wait:
Two-Phase Locking

* Processes manage resources in two phases

— locking
 attempt to acquire locks
« if any attempt would block, release and start over

— using
* use any resource only after all locks acquired
 release locks when finished

« Safe, but still inefficient for many applications
— similar to spin locks
— used occasionally in database



Removing Preconditions:
Circular Waiting

 Circular Waiting: circular chain of processes,
each waiting for resource held by next
process in chain

 May be able arrange requests to break cycles
— this better work, it's the only prevention idea left

 Central idea: Hierarchical Allocation

— number resources; only allow obtaining resources
with higher numbers than those currently held

— requires finding a suitable numbering



Hierarchical Allocation and
Dining Philosophers

Obvious solution is to represent each chopstick by a semaphore
(semaphore chopstick[N]).

Down before picking it up & up after using it.

while (TRUE) { /* philosopher i loop */
DOWN (chopstick[1i]) ;
DOWN (chopstick[i+1l mod N]) ;
eat();
UP (chopstick([i]) ;
UP (chopstick[i+l mod N]) ;
lookforwork ()
complain() ;



Now, what about this...

« ? Reverse the order of get chopstick]i] and
get chopstick[i+1 mod N] for every other
philosopher ?

— what does this do?

or....

 If i+1 mod N == 0, get chopsticks in reverse
order

— fixes deadlock (not starvation, though)



Bottom line on
Deadlock Prevention

* |t sounds so easy!
— you only have to eliminate any one of the
four deadlock precondition
« But eliminating the preconditions is
often hard

 Circular waiting can sometimes be
eliminated in practice through
Hierarchical Allocation



Our improved deadlock toolkit
(so far)

Approach 1: Ignore problem

Approach 2: Prevention

— 2a: Exhaustive Search of Possible States
— 2b: Ad Hoc Genius

— 2c: New! Two-Phase Locking

— 2d: New! Hierarchical Allocation

Approach 3: Detection and Recovery
— 3a: Ad Hoc Genius
— 3b: ??? coming up next ???

also still to come: Approach 4: Deadlock
Avoidance



Approach 3 Revisited:
Deadlock Detection/Recovery

(a more systematic approach)



Deadlock Detection

« Even if you can’t prevent deadlocks, perhaps
you can systematically detect them

— should be coupled with a systematic recovery
scheme

« So what we need are
— algorithms for detecting deadlocks
« graph theory to the rescue

— a way of “undoing” what we did before the
deadlock occurred
* “rollback”



Are there good deadlock
detection algorithms?

« Basic idea: represent resource allocation as a
graph, look for cycles
— no cycles == no deadlocks
— cycles == deadlocks

« Cycle detection! Sounds like a typical graph
theory problem
— can this be done efficiently?

* Also a systems problem
— when to check?



Detecting Deadlocks
(simple case)

Example 1: Is this a deadlock?

— P1 has R2 and R3, and is requesting R1

— P2 has R4 and is requesting R3

— P3 has R1 and is requesting R4

Example 2: Is this a deadlock?

— P1 has R2, and is requesting R1 and R3

— P2 has R4 and is requesting R3

— P3 has R1 and is requesting R4

Solution: Build a graph: Resource Allocation Graph (RAG)
— There is a node for every process and a node for every resource

— |If process P currently has resource R, then put an edge from Rto P
— |If process P is requesting resource R, then put an edge from P to R

There is a deadlock if and only if RAG has a cycle



Resource Allocation Graph
Cycle Detection Algorithms

* Can be generalized to multiple
instances of resources

* A little slow (quadratic) but still often
feasible

 Still leaves us with the problem of
recovery...



After Detection:
Deadlock Recovery

* Preemption
— Take away a resource from current owner
— Frequently impossible
* Rollback
— Checkpointing periodically to save states
— Reset to earlier state before acquiring resource
— Used in database systems

« Soprano’s Algorithm: Manual Killing
— Crude but simple
— Keep killing processes in cycle until cycle is broken



Our improved deadlock toolkit
(so far)

Approach 1: Ignore problem

Approach 2: Prevention

— 2a: Exhaustive Search of Possible States

— 2b: Ad Hoc Genius

— 2c: New! Two-Phase Locking

— 2d: New! Hierarchical Allocation
Approach 3: Detection and Recovery

— 3a: Ad Hoc Genius

— 3b: New! Cycle Detection (with recovery)

Coming soon: Approach 4: Deadlock Avoidance



